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54) Point-to-point protocol encapsulation in ethernet frame

(57) A wireless data network which provides com- and the end systems are connected together via an eth-
munications with a Pier to Pier Protocot server 1s dis- ernet link. The network also includes a PPP server.
closed. The network includes a home network that in- wherein PPP information sent from PPP server ior the
cludes a home mobile switching center, a wireless mo- end systems is encapsulated by the wireless modem in
dem and one or more end system. The wireless modem an ethernet frame and sent to the end systems via the

ethernet link.
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Description

Backaround of the Invention

Field of the Invention

[0001] The present nvenuon reiates 1o a wireless data neiwork and more particularly to communicating vith a Pier
to Pier Prolocol server in the wireless data network

Description Of Related Art

[0002] FIG 1 depicts three business entities. whose equipment working together typically orovide remcte internet
access lo user computers 2 through user modems 4 User computers 2 and modems 4 constitute end systams
[0003] The first busimess entity s the telephone company (telco; that owns and operates the dial-up olamn old tete-
phone system (POTS) or integrated services dala network (ISDNJ network The teico provides the media in the form
of public switched telephone network (PSTN) 8 over which bits :or packets) can flow between users and the other two
business entities

[0004] The second business antity is the internet service provicer (ISP} The ISP deploys and manages one or more
points of presence (FOPs) & in s service area to which end users connect for network service An [SP ypically es-
tablishes a POP in each major local calling area in which the ISP 2xpects to subscribe customers The POP converts
message traffic from the PSTN run by the telco nto a digital form to be carned over intranet tackbone 0 owned by
the ISP or leased from an intranet backbone provider ke MC! Inc An ISP typically leases fracuonat or full T1 ines or
fractional or full T3 lines from the telco for connectivity to the PSTN. The POPs and the ISP redium data center 14
are connected together over the intranet backbone through router 12A The data center houses the ISP's web servers
mail servers. accounting and registration servers. enabling the ISP to provide web content. 2-mail and web hosting
services to end users Future value added services may be added by deploying additional types of servers in the data
center The ISP also maintains router 12A to connect o public inter net backbone 20 In the current mode! for remote
access end users have service relationships with therr telco and their ISP and usually get separate bills from both
End users access the ISP and through the ISP, public internet 20 by dialing the nearest POF and running a commu-
nication protocal known as the Internet Engineering Task Force (IETF) point-to-point protocol «FPPY

{0005} The third business entity 1s the private corporation which owns and operates its own privaie intranet 1& through
router 128 for business reasons Corporate employees may access corporate network 18 (e a irom home or while
on the road) by making POTS/ISDN calls to corporate remote access server 18 and running the IETF FFP protocol
For corporate access. end users only pay for the cost of connecung to corporate remote access server 16 The ISP s
not involved The private corporation mamtains router 128 to connect an end user 1o either corporate :ntranet 18 or
pubhc internet 20 or both.

[0006] End users pay the telco for the cost of making phone calls and for the cost of a phone line mio their home.
End users also pay the ISP for accessing the ISP's network and services. The present inventcn will benent wireless
service providers like Sprint PCS PnmeCo elc and benefit internet service providers like ACL AT&T Worldnet. etc
[0007] Today internet service providers offer interet access services. web content services. e-mail services. content
hosting services and roaming to end users Because of low margins and no scope of doing market segmeniation based
on features and price. ISPs are looking for value added services to irﬁprove margins In the shor term equipment
vendors will be able to offer solutions to ISPs to enable them io offer faster access. virual private networking (which
is the ability to use public networks securely as private networks and to connect to intranets) roaming consortiums.
push technologies and quality of service In the longer term voice over internet and mobdlity will also be oifered. 1SPs
will use these value added services to escape from the low margin straitjacket Many of these value added services
fall in the category of network services and can be offered only through the network infrastructure equipment. Others
falt in the category of application services which require support from the network infrastructure while others do not
require any support from the network infrastructure Services like faster access. virtual private networking roaming.
mobihity. voice. quality of service quality of service based accounting all need enhanced network infrastructure. The
system described here will be either direclly provide these enhanced services or provide hooks so that these services
can be added later as future enhancements Wireless service oroviders will be able to capture a larger snare of the
revenue stream The ISP will be able to offer more services and with better market segmentaiion

Summary Of The Invention

[0008] The present invenuon provides end users with remoie wireless access 1o the public internet private intranets
and internet service providers Wireless access is provided through base stattons in a home network and tase stations



ny
Q

10

50

LA o o
EP 0917 318 A2

in foreign networks with interchange agreements.

(0009] It is an object of the presant system (0 provide a wireless packetl swiiched data netwerk for end users that
divides mobility management into local. micro macro and giobal connection handover categones and mimimizes hand-
off updates according to the handover calegory. It is another otject to integrate MAC handoff messages wilh network
handoff messages. Itis a further object of the present system to separately direct registration functions to a registration
server and direct routing funclions to inter-working function units. It is yet another object lo previde an intermediate
XTunnel channe! between a wireless hub (also called access hub AH) and an inter-working function umit (IWF unit) in
a foreign network. [l 1s yet another object to provide an iXTunnel channel between an inter-working function unit in a
foreign network and an inter-working function unit in a home network. It is yet another object to enhance the layer two
tunneling protocol (L2TP) to support a mobile end system. it is yet another object 1o perform network iayer registration
before the start of a PPP communication session.

[0010] According lo one embodiment of the invention. a wireless data network which provides communications with
a Pier to Pier Protocol server is disclosed. The network includes a home network that includes a home mobiie switching
center. a wireless modem and one or more end system. The wireless modem and the end systems are connected
together via an ethernet link. The network also inctudes a PPP server. wherein PPP information sent from PPP server
for the end systems 1s encapsulated by the wireless modem in an ethernel frame and sent to the end systems via the
ethernet link.

Brief Description Of Drawings

[0011] The system will be described in detail in the following description of preferred embodiments with reference to
the following figures wherein

FIG. 1 1s a configuration diagram of a known remote access architecture through a public switched telephone
network:

FIG. 2 is a configuration diagram of a remote access architecture through a wireless packet swilched data network
according to the present invention:

FIG 3is a configuration diagram of selected parts of the architecture of the network of FIG. 2 showing a anming
scenario:

FIG. 4 is a configuration diagram of a base station with local access points:
FIG. 5is a configuration diagram of a base station with remote access points:

FIG. 6 is a configuration diagram of a base station with remote access points. some of which are connected using
a wireless trunk connection:

FiG. 7 is a diagram of a protocol stack for a local access point:
FIG. 8 is a diagram of a protocol stack for a remote access poi'nt with a wireless trunk:

FIG. 9is a diagram of a protocot stack for a relay function in the base station for supporting remole access points
with wireless trunks:

FIG. 10 1s a diagram of protocol stacks for implementing the relay function depicted in FIG. 2

FIG. 11 1s a diagram of protocol stacks for a relay function in the base station for supporting local access poinis:
FIG. 12 s a configuration diagram of selected parts of the architecture of the network of FIG. 2 showing a first end
system registenng in the home network from the home network and a second system regislering in the home
network from a foreign network using a home inter-working function for an anchor.

FIG 13is a configuration diagram of selected parts of the architecture of the network of FIG 2 showing a first end

system registernng in the home network from the home network and a second system regvslenng in the home
network from a foreign network using a serving inter-working function for an anchor;
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FIG 14 s« Adder dagram of the request and respense messages (o register i A home netwark from A ‘oreign

netweoik «nd (o establish auvthentcate and configure a data hink

FIG 151s a configuration diagram of selected parts of the architecture of the network oi FIG 2 showing registration
requesis and responses for registenng a mobile in a home network from the home network:

FIG 18 1s a configuration diagram of selected parts of the architecture of the network of FIG 2 showing registration
requests and responses for registering a mobile in a home network from a foreign network:

FIG 17 is a configuration diagram of protocol stacks showing communications between an end system it a home
network and an inter-working function in the home network where the cell site has local access points.

FIG 18 1s a configuration diagram of protocol stacks showing communications between an end system in a home
network and an inter-working function in the home network where the cell site has remote access points coupied
to a wireless hub through a wireless trunk.

FIG 19 1s a configuration diagram of protocol stacks showing communications belween a base station coupled to
a roaming end system and a home inter-working function:

FIG 20 s a configuration diagram of protocol stacks showing communications between an end system in a home
network through an inter-working function in the home network to an internet service provider

FIG 21:s aconfiguration diagram of protocol stacks showing communications between an end system n aioreign
network and a home registration server in a home network during the registration phase

FIG 22 1s a processing flow diagram showing the processing of accounting data through to the customer billing
system

FIGS 23 and 24 are ladder diagrams depicting the registration process for an end system in a home network and
In a foreign network respectively:

FIGS 25and 26 are protocol stack diagrams depicting an end systermn connection i a home network where a PPP
protocol terminates in an inter-working function of the home network and where the PPP protocol terminates in an
ISP or intranet. respectively

FIGS 27 and 2€ are protocol stack diagrams depicting an end system cennection in a foreign network where a
PPP protocol terminates in an inter-working function of the foreign network and whers the PPP protocol terminates
In an ISP or intranet. respectively:

FIG 29 ilustrates end systems connected via ethernet to a wireless modem where PPP protocol 1s encapsulated
In an ethernet frame.

FIG. 30 tilustrates an ethernet frame format:
FIG 31 illustrates XWD Header fields.

FIG 32 ilustrates end systems connected via a local area network to a wireless router where PPP protocol ter-
minates at the wireiess router-

FIGS 33. 34 and 35 are ladder diagrams depicting a local handeff scenarno a micro handoff scenario and a macra
handoif scenario. respectively.

FIG 36 1s a ladder diagram depicting a global handoff scenario where the foreign registration server changes and
where home inter-woerking function does not change and

FIG 37 1s a ladder diagram depicting a global handoft scenario where both the foreign registration server and the
home inter-working iunction change.
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Detailed Description Of Preferred Embodiments

[0012] The piesant system provides computer users with remote access 1o the iniermet and to pnivate Intraneis usiNg
virtual grivate network services over a high speed. packet switched wireless data imk. These users are able toiccess
the public internet private intranets and thewr nter nel service providers over a wireless link. The network supports
roaming ihat s the ability to access the internet and privale intranets using virtual private network services from
anywhere that the services offered by the present system are availlable. The network also supports handoffs. ihat 1s.
the abiily to change the pomnt of attachment of the user to the network without disturbing the PPP link between the
PPP client and ihe PPP server The network targets users running horizontal internet and intranet applications These
apphcauons include electronic mail iille transfer. browser based WWW access and other business applicaticns buiit
around the internet. Because the network will be based on the IETF standards. it 1s possible to run sireaming media
protocois like BTRP and conferencing protocols like H.323 over it

[0013] Other internet remote access lechnologies that are already deployed or are n various stages of depioyment
include wire Iine dial-up access based on POTS and ISDN. XOSL access wireless circuit swiiched access based on
GSM,COMA/TDMA. wireless packet switched access based on GSM/CDMA/TDMA. cabie modems. and satellite
based systems However. the present system offers a iow cost of ceployment. ease of maintenance a broad ieature
set. scaleability an ability 1o degrade gracefully under heavy toad condiions and support for enhanced network sarvices
like virual private networking. roaming. mobility and quality of service 16 the relative benefit of users and senvice pro-
viders

[0014] For wireless service providers who own personal commurnications sysiem (PCS) spectrum. the present sys-
tem will enabie them to offer wireless packet switched data access services that can compete with services provided
by the traditional wire line telcos who own and operate the PSTN. Wireless service providers may also decide tc tecome
internet service providers themselves. in which case. they will own and operate the whole network and provide end to
end services 1o users !

[0015] For inter net service providers the present system will ailow them to by-pass the telcos (provided they purchase
or lease the spectrum) and offer direct end 1o end services to users. perhaps saving access charges to the ielcos,
which may increase in the future as the internel grows to become even bigger than it is now

[0016] The present systems flexible so that it can benefit wireiess service providers who are not internet service
providers and who just provide ISP, internet or private intranet access to end users. The system can also benefit service
providers who provide wireless access and intemet services to end users The systemcan also benefit service providers
who provide wireless access and internet services but also ailow ihe wireless portion of the network to be used for
access to other |SPs or to private intranets.

[0017] In FIG 2. end systems 32 (e.g.. based on. for example. Win 95 personal computer) connect to wireless
network 30 using external or internal modems. These modems ailow end systems to send and receive medium access
control IMAC) frames over air link 34. External modems attach to the PC via a wired or wireless link. External modems
are fixed. and. for example. co-located with roof top mounted directional antennae. External modems may be connecied
to the user's PC using any one of following means: 202.3. universai senal bus. paraltel port. infra-red. or even an ISM
radio link. Internal modems are preferably PCMCIA cards for laptops and are plugged into the laptop's backplane.
Using a small omni-directional antenna. they send and receive MAC frames over the air link. End systems can aiso
be taptops with a directional antenna. a fixed wireless station in a home with a directional antenna connected via AC
lines. and other alternatives. ] _
[0018] Wide-area wireless coverage is provnded by base stations 36 The base station' 36 can employ a 5-channel '
reuse communication scheme as described in U.S Patent Application Serial No. 08/99& 505 filed on December 26.
1997. The range of coverage provided by base stations 36 depends on factors like link budget. capacity and coverage.
Base stations are typically installed in cell sites by PCS (personal communication services) wireless service providers.
Base stations mulliplex end systern tiaffic from thew coverage area to the system's mobile switching center (MSC) 40
over wire line or microwave backhaul network 38.

[0019] The system is independent of the MAC and PHY (physical layer of the air link and the type of modem. The
architecture is also independent of the physical layer and topology of backhaut network 38. The only requirements for
the backhaul network are that it must be capable of routing internet protocol (IP) packets between base stations and
the MSC with adequate performance. At Mobile Switching Center 40 (MSC 40). packet data inter-working function
(IWF) 52 terminates the wireless protocols for this network. IP router 42 connects MSC 40 to public internet 44. private
intranels 46 or to internet service providers 46. Accounting and directory servers 48 in MSC 40 store accounting data
and directory information. Element management server 50 manages the equipment which inciudes the base stations.
the IWFs and accounting/directory servers.

[0020] The accounting server will coliect accounting data on behalf of users and send the data to the service provider's
billing system. The interface supported by the accounting server will send accounting information in American Man-
agement Association (AMA) billing record format. or any other suitable billing format. over a TCPR/AP (transport control
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Proiciat s Nl proloc st ranscort 'S Ne Silimndg sysiem (whici 1$ not shown i the igure)

[0021] The network infrastruciure piovides FPF ipomnt-lo-pomt srotecoll service 10 end sysiems  The nenwork pro-
vides .1} ixed wireless access with roaming (log-mn anywhere thai the wireless coverage 1s avallable) (o end sysiems
and i2j tow speed mobtlity and hand-offs When an end system :0gs on (0 a neiwork in 1t may request aither ixed
service (e stavonary and not requining handoft services) or mooile service (1 @ needing handoif services) An end
system that dees not specify fixed or mobile 1s regarded as speciiying mobile service The actual registration of the
end system s the result of a negotation with a home registration server based on requested level of service ihe level
of services subscribed to by the user of the end system and the iacihities avallable In the network.

[0022] 1 the end system negotiates a fixed service registration 1 e not requirng handoff services) and the end
system 1s lccated in the home network. an IWF (inter-working function) is implemented in the base station to relay
traffic between the end user and a communications server such as a PPP server (i.e. the point with which (o be
connected for example. an ISP PPP server cor a corporate intranet PPP server or a PPP server operated by the wireless
service provider {0 provide customers with direct access to the public internet) it s anticipated that pernaps 20% of
the message traific will be of this category and thus. this architecture distributes |WF processing into the base stations
and avoids message traffic congestion in a central mobile switching center

[0023] If the end system requests mobile service (from a home network or a foreign network) or if the end system
request roaming service (1 e.. service from the home network through a foreign network) two IWFs are established a
serving | WF typically established in the base station of the network to which the end system I1s attached ibe it the home
network or a foreign network) and a home IWF typically estabhished in mobite switching center MSC of ihe home
network Since this situation 1s anticipated to invoive only about 20° of the message traffic. the message traific con-
gestion around the mobie switching center 1s minimized The serving IWF and the wireless hub may be co-located in
the same nest of computers or may even be programmed In the same computer so that a tunnet using an XTunnel
protocol need not be established between the wireless hub and the serving IWF

[0024] However. based on avaiiable facihties and the type and qualty of service requested. a serving IWF In a foreign
network may alternatively be chosen from facilities in the foreign MSC Generally. the home IWF becomes an anchor
point that is not changed dunng the communications session while the serving IWF may change if the end system
moves sulficiently

[0025] The base station inciudes an access hub and at least cne access point (be it remolte or coliccated with the
access hub). Typically the access hub serves multiple access points. While the end system may be attached to an
access pont by a wire or cable according to the teachings of this invention. in a preferred embodiment the end system
Is attached to ihe access point by a wireless "air ink" in which case the access hub 1s conveniently referred to as a
wireless hub While the access hub 1s referred 1o as a "wireless hub” throughout the description heremn. it will be ap-
preciated that an end system coupled through an access point to an access hub by wire or cable 1s an equivaient
impiementation and is contemplated by the term "access hub"

[0026] Inthe invention. an end system includes an end user registration agent (e.g.. software running on a computer
of the end system. its modem or both) that communicates with an access point. and through the access point to a
wireless hub The wireless hub includes a proxy registration agent (e g.. software running on a processor in the wireless
hub) acting as a proxy for the end user registration agent Similar concepts used in. for example. the IETF proposed
Mobile IP standard are commonly referred 1o as a foreign agent (FA). For this reason. the proxy registration agent of
the present system will be referred to as a foreign agent. and aspects of the foreign agent of the present system that
differ from the foreign agent of Moblle IP are as described throughout this description. )
{0027] Using the proxy registration agent (1e foreign agent FA) in a base station. the user registraion agent of an
end system 1s able to discover a pomt of altachment to the network and register with a registration server in the MSC
(mobile switching center) of the home network. The home registration server determines the availability of each of the
plural inter-working function modules (IWFs) in the network (actually software modules that run on processors in both
the MSC and the wireless hubs) and assigns IWF(s) to the registered end system For each registered end system. a
tunnel (using the XTunnelprotocol) 1s created between the wireless hub in the base station and an inter-working function
(IWF) In the mobile switching center {MSC). this tunnel transporting PPP frames between the end system and the IWF
{0028] As used herein. the XTunnei protocol is a protocol that provides m-sequence transport of PPP data frames
with flow control This protocol may run over standard |P networks or over point-lo-point networks or over switched
networks like ATM data networks or frame relay data networks Such networks may be based on T1 or T3 hnks or
based on radio Iinks. whether land based or space based The XTunnel protocol may be buit by adapting atgornthms
from L2TP (level 2 transport protocol) [n networks based on links where lost data packets may be encountered a re-
transmission feature may be a desirable option

[0029] The end system's PPP peer (1 e a communications server) may reside in the IWF or in a corporate intranet .
or ISP's network. When the PPP peer resides in the IWF. an end system 1s provided with direct internet access. When
the PPP peer resides in anintranet or ISP an end system 1s provided with intranet access or access tc an ISP in order
to support intranet or ISP access the IWF uses the layer iwo tunneling protocol (L2TP) to connect (o the intranet or
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1SP's EEP zerver From the pomtof view of the intranet or ISF's PFE server the IWF locks hike A nelwork Access server
(NASY PPF (rafhic between the end system and the IWF is reiayea by the foreign agentin the base station

[0030] Inhe reverse (up Iink) cirecuon PPP frames traveling from the end system to the IWF are sentover the MAC
and ar link 1o the base statien The base station relays these frames o the IWF in the MSC using ihe XTunnel protocol.
The IWF deliversthem to a PPP server for processing. For internetaccess. the PPP server may be i the same machine
as the IWF For ISP or intranet access. the PPP server is 1 a privaie network and the IWF uses ihe fayer two tunneting
protocol {(L2TP) to connect to il

(0031] In the forward (down link) direction. PPP frames from ihe PPP server are relayed by the IWF 1o the base
station using the XTunnel protocol. The base station de-tunneis down link frames and relays them over the arr link to
the end system. wnere they are processed by the end system's PEP layer.

[0032] To support mobility. support for hand-offs are included The MAC layer assists the mobility management soft-
ware in the base station and the end system to perform hand-oifs efficiently. Hand-offs are handled transparently from
the peer PPP entities and the L2TP tunnel il an end system moves from one base station to another. a new XTunnel
is created between the new base station and the original IWF. The old XTunnelfrom the old base station will be deleted.
PPP frames will transparently traverse the new path :

{0033] The network supports roaming (i e.. when the end user connects to its home wireless service provider through
a foreign wireless service provider). Using this feature. end systems are able to roam away from the home network 1o
a foreign network and still get service. provided of course that the foreign wireless service provider and the end syslem’s
home wireless service provider have a service agreement.

[0034] In FIG. 3. roaming end system 80 has traveled to a location at which foreign wireless service provider 62
provides coverage. However. roaming end system 60 has a subscriber relationship with home wireless service provider
70. In the present invention home wireless service provider 70 has a contractual relationship with foreign wireless
service provider 52 1o provide access services. Therefore. roaming end system 80 connects (o base station 64 of
foreign wireless service provider 82 over the air link. Then data is relayed from roaming end system 60 through base
station 64. through serving IWF 86 of foreign wireless service provider 62. to home IWF 72 of home wireless service
provider 70. or possibly through home IWF 72 of home wireless service provider 70 to internet service provider 74.
[0035] An inter-service provider interface. called the l-interface. 1s used for communications across wireless service
provider (WSP) boundaries to support roaming. This interface is used for authenticating. registering and for transporting
the end system's PPP frames between the foreign WSP and the home WSP -

[0036] PPP frames in the up link and the down link directions travel through the end system's home wireless service
provider (WSP). Alternatively PPP frames directly transit from the foreign WSP (o the destination network. The base
station in the foreign WSP is the end systemn’s point of attachment In the foreign network. This base slation sends (and
receives) PPP frames o (and from) a serving IWF in the foreign WSP's mobile switching center. The serving IWF
connects aver the l-interface to the home IWF using a layer two tunnel to transport the end system's PPP frames in
both directions. The serving IWF in the foreign WSP collects accounting data for auditing. The home IWF in the home
WSP collects accounting data for biiling.

[0037] The serving IWF in the foreign WSP may be combined with the base station in the same system. thus elim-
inating the need for the X-Tunnel.

[0038] During the registration phase. a registration server in the foreign WSP determines the identity of the roaming
end system’'s home network. Using this information. the foreign registration server communicates with the home reg-
istration server to authenticate and register the end system. These registration messages flow over the l-interface.
Once the end system has been authenticated and registered. a layer two tunnel is created between lhe base station
and the serving IWF using the XTUNNEL protocol and another layer two tunnel is created between the serving IWF
and the home IWF over the l-intefface. The home IWF connects (o the end system's PPP peer as before. using L2TP
(level 2 tunnel protocol). During hand-offs. the location of the home tWF and the L2TP tunnel remains fixed. As the
end system moves from one base station to another base station. a new tunnel is created between the new base
station and the serving IWF and the old tunnel between the old base station and the serving IWF is deleted. If the end
system moves far enough. so that a new serving IWF is needed. a new tunnel wiil be created between the new serving
IWF and the home IWF. The old tunnel between the old serving and the home wiil be deleted.

[0039] To supports roaming. the I-interface supports authentication. registration and data transporn services across
wireless service provider boundaries. Authentication and registration services are supported using the IETF Radius
protocol. Data transport services to transfer PPP frames over a layer two tunnel are supported using the I-XTunnel
protocol. This protocol is based on the IETF L2TP protocol.

[0040] As used in this description. the term home IWF refers to the IWF in the end system's home network. The-term
serving IWF refers to the IWF in the foreign network which 1s temporarily providing service to the end system. Similarly.
the term home registration server refers to the registration server in the end system's home network and the term
foreign registration server refers to the registration server in ihe foreign network through which the end system registers
while it is roaming.
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[0041] The network supports ooth fixed Aand ayramic IF -coress issigment ior end sysiems Thete #ie two types
of IF addresses that need (o b2 considered The st is the denuty i the end system i 1s home netwcik This may
be a structured user name in the format userwdomam This s different from the home 1P address used in mooile tP
The secona address is the |P address assigned io the end system via the PPP IFCP address inegotiation process The
domain sub-hield of the home address 1s used to identify the user's heme domain and s a fully qualified domain name
The user sub-iteld of the home address 1s used o identify the user in the hcme domain. The User-Name i1s stored on
the end syslem and in the subscriber data-base at the MSC and 1s assigned to the user when he or she subscribes to
the service The domaim sub-iield of the User-Name s used during roaming 1o identify roaming relationships and the
home registration server for purposes of registration and authenticaiton instead of the structured user name another
unique dentifier may be used io identify the user's home nelwork and the user's idenuity 1n the home network This
identifier 1s sent in the registration request by the end system

[0042) The PPP IPCP is used to negotiate the {P address lor the end system Using {P configuration protocol IPCP
the end system is able lo negotiale a fixed or dynamic P address

[0043] Although the use of the structured user-name field and the non-use of an IP address as the home address is
a feature that charactenizes the present system over a known mobile 1P the network may be enhanced to aiso support
end systems that have no user-name and only a non-null home address. if mobiie [P and its use in conjunction with
PPP end systems becomes popular. The PPP server may be configured by the service provider to assign IP addresses
during the IPCP address assignment phase that are the same as the end system’s home |P address. In this case the
home address and the IPCP assigned {P address will be identical

[0044] In FIG 4. base station 84 and air links from end sysiems form wireless sub-network =0 that inciudes the arr
links for end user access. at least one base station (e g. staton 64} and at least one backhaul network (e.g. 3€ of
FIG. 2} from the base station to MSC 40 (FIG 2} The wireless sub-neiwork architecture of for example a 3-sectored
base station ncludes the following logical functions

1 Access pomnt function Access points 82 perform MAC layer bridging and MAC layer association and dissociation
procedures An access point includes a processor (preferably in the form of custom application specific integrated
circurt ASIC). a link to a wireless hub (preferably in the form of an Ethernet link on a card or buidt into the ASIC).
alink to an antenna (preferably in the form of a card with a data medulator:demodulator and a transmitter/receiver)
and the antenna to which the end system s coupled The processor runs software to perform a data bridging
function and various other functions in support of registration and mobility handovers as further described herein
See discussion with respect to FIGS 7. 8 and 11

Access points {APs) take MAC layer frames from the arr link and relay them 1o a wireless hub and vice versa.
The MAC layer association and disassociation procedures are used by APs (o maintam a hist of end system MAC
addresses in their MAC address filter table An AP will only perfcrm MAC layer bridging on behalf of end systems
whose MAC addresses are present In the table An access point and its associated wireless hub are typically co-
located. In its simplest form. an access point 1s just a port Into a wireless hub. When the APs and the wireless hub
are co-located in the same cell site. they may be connected together via a IEEE £02.3 link. Sometimes. access
points are located remotely from the wireless hub and connected via a long distance link like a wired T1 trunk or
even a wireless trunk. For multi-sector cells. muitiple access points (1 e. one per sector) are used.

2 Wireless hub function Wireless hub 84 performs the foreign agent (FA) procedures. backhaul load balancing
(e.g. over multiple T1's). backhaul network interfacing. and the xiunnel procedures. When support for quality of
service (QOS) is present the wireless hub implements the support for QOS by running the xtunnel protocol over
backhauls with different QOS attributes. In a multi-sector cell site a single wireless hub function is typically shared
by multiple access points

A wireless hub includes a processor. a link to one or more access points (preferably in the form of an Ethernet
link on a card or built into an ASIC). and a link to a backhaul line. The backhaui line 1s typically a T1 or T3 com-
munications line that terminates in the mobile switching center of the wireless service provider. The link to the
backhaul hne formats data into a preferred format. for example an Ethernet format. a frame relay format or an
ATM format. The wireless hub processor runs software 10 suppon data bridging and various other funcuons as
described herein. See discussion with respect to FIGS 9. 10 and 11

[0045] The base station design supports the following types of cell architectures

1 Local AP architecture In a local AP architecture. access points have a large (> = 2km. typically) range They
are co-located in the cell site with the wireless hub (FIG 4} Accass points may be connecied to the wireless hub
using an IEEE 802 3 network or may be directly plugged into the wireless hub’s backplane or connected to the
wireless hub using some other mechanmism (e g. universal sernal bus printer port infra-red. etc )} it will be assumed
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ihat the list altarnative s used o the rest of this discussion The ceil sie may be ammi ¢r sectored by adding
multiple Access pomnts And sectorad Aantennas 10 4 wireless hubd

2 Remote AP architecture in a remote AP architeclure access ponts usuaily have a very small range. iypically
around 1 kmradws They are located remately (either indoors or outdoors) from the wireless hub. AT1 or a wireless
irunk preferably links remote access points io the cell site where the wireless hub is located. From the cell site. a
wire line backhaul or a microwave link 1s typically used to connecl {o the IWF in the MSC. I wireless trunking
between the remote AP and the wireless hub is used. omn or sectored wireless radios for trunking are utilized.
The devices for runking to remote access points are preferably co-located with the wireless hub and may be
connected io it using an IEEE 202 3 network or may be directly plugged into the wireless hub's backplane. These

devices will be referred to by the term trunk AP.

3. Mixed AP architeciure. In a mixed architecture. the wireless sub-network will have to support remote and local
access points. Remote access points may be added for hoie filling and cther capacity reasons. As described earlier.
T1 or wireless trunks may be used to connect the remote AP to the wireless hub.

[0046] FIG. 5 shows a cell with three sectors using local APs only. The access points and the wireless hub are co-
located in the base station and are connected to each other with 202.3 links.

[0047] FIG 6 shows an architecture with remote access points 52 connected to wireless hub &< using wneless trunks
26 Each trunk access point in the base station provides a pomt to multi-point wireless radio link to the remote micro
access points (R-AP in figure). The remote access points provide air link service to end systems The wireless hub
and the trunk access points are co-tocated in the base station and connected together via 802.3 inks. This figure also
shows remote access points 22R connected to the wireless hub via pomnt to point T1 links. In this scenario. no trunk
APs are required.

[0048] To support all of the above cell architectures and the different types of access points that each cell might use.
the network architecture follows the following rules:

1 Access points function as MAC layer bridges. Remote access points perform MAC bridging between the arr link
to the end systems and the wireless or T1 trunk to the cell site Local access points periorm MAC brudgmg between
the air link to the end systerms and the wireless hub.

2. Trunk access points also function as MAC layer bridges They perform MAC bridging between the trunk (which
goes 1o the access points) and the wireless hub,

3. The wireless hub is connected 1o all co-located MAC bridges (i e. local access points or trunk access points)
using a 802 .3 link initially.

[0049] Additionally. where local access points. or remole access points with T1 trunks are used. the following rules
are followed.

1 Local access points are co-located with the wireless hub and connected to it using point to point 202.3 links or
a shared 802.3 network. Remote access points are connected o the wireless hub psing point to point T1 trunks.

2. Sectorization is supported by adding access points with sectored antennas to the cell site.

3. For each access point connected o the wireless hub. there is a foreign agent executing In the wireless hub
which participates in end system registration. MAC layer association procedures are used to keep the MAC address
filter tables of the access points up to date and to perdorm MAC layer bridging efficiently. The wireless hub partic-
ipates in MAC association functions so that only valid MAC addresses are added to the MAC address filter tables
of the access points.

4. The foreign agent in the wireless hub relays frames from the access points to the MSC IWF and vice versa using
the xtunnel protoco!l. The MAC address filter lable is used to filter out those unicast MAC data frames whose MAC
addresses are not present in the table. The APs always forward MAC broadcast frames and MAC frames associ-
ated with end system registration functions regardless oi the contents of the MAC address filter table.

5. Local access points use ARP (o resclve MAC addresses for routing IP traffic to the wireless hub. Conversely.
the wireless hub also uses ARP (o route |P packets to access points. UDP/IP is used for network management of
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access somts
5 Remcie access points connected via T1 do not ase ARP since the link will be « comt tc pomt link

Support for hand-offs 1s done with assistance from the MAC layer

~!

{00S0] !n a cell architecture using wireless trunks and trunk APs. the following rules are {ollowed

1 Trunk access points are co-located with the wireless hub and connected to it using point 1o pont 202 3 links or
other suitable means

2. Wireless trunk sectorization 1s supported by adding trunk access points with sectored aniannas (o the cell site

3. Hand-offs across backhaui sectors are done using the foreign agent in the wireless hub For each backhaul
sector there 1s a foreign agent executing in the wireless hub

4 The trunk APs do not need to participate in MAC layer end system association and hand off procedures Therr
MAC address filter tables will be dynamically programmed by the wireless hub as end systems register with the
network. The MAC address filter table i1s used to filter out unicast MAC frames Broadcast MAC frames or MAC
frames containing registration packets are allowed 1o always pass through

5 Trunk APs use ARP to resolve MAC addresses for routing P traffic to the wireless hub. Conversely the wireless
hub use ARP to route IP packets (o trunk APs UDP/IP s used for network management of trunk APs

6 In asingle wireless trunk sector. MAC association and hand-oifs from one access pent to another 1s done using
the MAC layer with the assistance of the foreign agent in the wireless hub Using these MAC layer procedures.
end systems associate with access poinis As end systems move {rom one access point 1o another access point.
the access points will use a MAC hand off protocol to update their MAC address filter tables. The wireless hub at
the cell site provides assistance to access pomnts to perform this function This assistance ncludes relaying MAC
layer hand off messages (since access points will not be abte to communicate directly over the MAC layer with
each otherj and authenticating the end system for MAC layer registration and hand off and for updating the MAC
address filter tables of the access points i

7 The foreign agent for a wireless trunk sector is responsible for relaying frames from its trunk AP to the MSC and
vice versa using the xtunnel protocol Thus. the foreign agent for a trunk AP does not care about the location of
the end system with respect to access points within that wireless trunk sector. In the down link direction. it just
forwards frames from the tunnel to the approprate trunk AP which uses MAC layer bridging to send the frames to
all the remote access points attached in that backhaul sector The access points consuit their MAC address filter
tabies and either forward the MAC frames over the access network or drop the MAC frames. As described above.
the MAC address filter tables are kept up to date using MAC layer association and hand off procedures. In the up
link direction. MAC frames are forwarded by the access pomnts to the backhaul bridge which forwards them to the
foreign agent in the wireless hub using the 202 3 link.

8. ARP 1s not be used for sending or receiving |P packets to the remote access points. The access points determines
the MAC address of the wireless hub using BOOTP procedures Conversely. the wireless hub s configured with
the MAC address of remote access points UDP/IP is used for network management of access points and for end
system association and hand off messages

[0051] |EEE Standard 802 3 links in the cell site may be replaced by other speed links

[0052] FIG. 7 shows the protocol stack for a local access pomnt Atthe base of the stack 1s physical layer PHY Physical
layer PHY carries data lo and from an end system over the an using radio waves as an example. When received from
an end system. lhe AP receives data from the physical layer and unpacks it from the MAC frames the MAC layer)
The end system data frames are then repacked into an Ethernet physical layer format {lEEE 202.3 format) where it is
send via the Ethemnet link to the wireless hub When the AP's processor receives data from the wireless hub via its
Ethernet ink (i.e.. the physical layer) the data to be transmitted 1o an end system. the AP packs the cata in a medium
access control (MAC) format. and sends the MAC layer dala o its moduiator to be transmitted to the end system using
the PHY layer.

[0053] InFIG 8. the MAC and PHY layers tosfrom the end system of FIG 7 are replaced by a MAC and PRY for the
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trunk 1o ihe cell site ior a remote access point Specifically. fora T1 trunk the high level data iink cantrol prctoccl 1HOLT
protocoly 1s preferably used over the T1

[0054] FIG 2depicts the protocol stack for the wireless hub that bridges the backhaui line and the trunk 1o he remote
access point. The trunk to the remole APs are only required o support remote access poinls (as distinct from Ethernel
coupled access ponts). The MAC and PHY layers for the wireless trunk lo the remote APs previde a pomt to muttipomt
hnk so that one trunk may be used to communicate with many remote APs in the same sector

[0055] The wireless hub bridges the trunk o the remote APs and the backhaul line (e.g.. T1 or T3) to the network’s
mobile switching center (MSC). The protocol stack i the wireless hub implements MAC and PHY layers to the MSC
on top of which is implemented an IP {Internet Protocol) layer on top of which is implemented a UDP layer (Universal
Datagram Protocal. in combination referred to as UDP/IP) for network management on top of which s implemented
an XTunnel protocol. The XTunnel protocol is a new format that includes aspects of mobility (e.g. as in mobile IP) and
aspecls of the Leve! 2 Tunnel Protoco! (L2TP) The XTunnel protocol is used to communicate from the wireless hub
to the MSC and between inter-working functions (IWFs) in different networks or the same network.

[0056] In FIG. 10. the protocol stack for the relay function in the base station for supporting remote access points is
shown. The relay function includes an interface to the backhaul line (depicted as the wireless hub) and an interface to
the remote AP (depicted as a trunk AP). From the point of view of the wireless hub the trunk AP tdepicted in FIGS. 7
and 10) actually behaves like the AP depicted in FIG. 7. Preferably. the base station protocol stacks are split up Iinto
a wireless hub and a trunk AP with an Ethernetl in between. In an N-sector wireiess trunk. there are N wireless trunk
APs in the cel site and one wireless hub

[0057] InFIG. 11. the base slation protocol stack for a cell architecture using a local AP is shown. The relay function
includes an interface to the backhaul line {depicted as the wireless hub) and an air link interface to the end system
(depicted as an AP). From the point of view of the wireless hub. the AP (deptcled in FIGS. & and 11) acwally behaves
like the trunk AP depicted in FIG. & Preferably. the base station protocol stacks are split up into a wireless hub and a
trunk AP with an Ethernet in between. in a N-sector cell. there are N access points and a single wireless hub.

{0058] The backhaul network from the base station to the MSC has the following attributes.

1. The network is capable of routing |P datagrams between the base station and the MSC

2. The network is secure. It is not a public internet. Tralfic from trusted nodes only are ailowed onto the:network
since the network will be used for not oniy transporting end system traffic. but also for transporting authentication.
accounting. registration and managemenit iraffic.

3. The network has the necessary performance characteristics.

[0059] In typical application. the service provider is responsible for instailing and maintaining the backhaul network
on which the equipment is installed.
[0060] The base stations supports the following backhaul interfaces for communicating with the MSC.

1. Base stations support IP over PPP with HDLC links using point to point T1 or fractional T3 links.
2. Base stations support 1P overkframerrelay using T1 or fractionat T3 links.

3. Base stations support IP over AALS/ATM using T1 or fracti‘onai T3 links.

4. Base stations support {P over Ethernet links.

[0061] Since all of the above interfaces are based on IETF standard encapsulations. commercial routers may be
used in the MSC to terminate the physical links of the backhaul network. Higher layers are passed on and processed
by the various servers and other processors.

[0062] End system registration procedures above the MAC layer are supporied. in the following. end system regis-
tration procedures at the MAC layer are ignored except where they impact the layers above.

[0063] End systems may register for service on their home neiwork or from a foreign network. In both scenarios. the
end sysiem uses a foreign agent (FA) in the base slation to discover a point of attachment to the network and to register.
In the former case, the FA is in the end system's home network. In the latter case. the FA is in a foreign network. In
either case, the network uses an IWF in the end system's home network as an anchor point {i.e.. unchanging throughout
the session in spite of mobility). PPP frames to and from the end system travel via the FA in the base station to the
IWF in the home network. If the end system is at home. the home IWF is directly connected by means of the xtunnef
protocol to the base station. Note that the home IWF may be combined with the base station in the same ncde. If the
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and system s roaming 2 senvra WEan the ioreign neiwcrk s cerrected 16 the home IV/F Dvoi ani-nlertace The
serving IWF -atays iramaes paiween the base staton and ihe hema \WF Nole that the heme WE may e combined
wilh the base station 1 ithe same node From the home tWF data s sent 1o a FPP server winich may reside in (he
same |WF 3r i0 a separale server using the L2TP protocol The separate server may be cwnad and operated by a
private network operalor (e g 1SP or corporate intranet) who 1s different from the wireless service providger For the
duration oi the session the location of the home IWF and the PPP server remains fixed I the eng system moves while
connected. it will have to re-register with a new foreign agent However. the same home IWF and FPP server continues
o be used A new xtunnel s created between the new FA and the IWF and the old xtunnel between the old foreign
agent and the WF s destroyed
[0064} FIG 12 shows itus neiwork configuration for two end systems A and B. both of whose home wireless network
1s wireless service provider A (WSP-A). One end systermn is registered from the home wireless network and the other
from a foreign wireless network. The home IWF in WSP-A serves as the anchor pomt for both end systems. For both
end systems data i1s relayed (o the home IWF The home IWF connects o an internet service orovider's PPE server
owned by ISP-A Here 15 assumed that both end systems have subscribed to the same ISP 1f that were not ihe case
then the home IWF would be shown aiso connected 1o another {SP
[0065] Within a wireless service providers network. data belween base stanons and the \WF s carried using the
xtunnel protocol Data between the IWF and the PPP server 1s carried using Levet 2 Tunneling Protocol (L2TP). Daa
between the serving IWF and the home IWF s carned using the /-x!unnel protocol
[0066] In a simple scenerno for a user in their home network requinng fixed service. the home :WF function may be
dynamically activated in the base station Also the serving IWF function may be activated icr a roaming user in the
base station
[0067] Always using an IWF in the home network has its advantages and disadvantages An covious advantage 1s
simplicity A disadvantage 1s thatof always having to relay data to and from a possibly remote heme iWF The alternative
1s to send all the necessary information to the serving IWF so that it may connect o the end sysiem's ISPintranet and
for the serving {WF 1o send accounting information in near real time back to the accounting server :n ihe home network
This functionatity 1s more compiex to implement but more effictent because it reduces the reed (o relay data over
potentially long distances from the {creign network to the home network.
[0068] For exampie. consider a case of a user who roams from Chicago to Hong Kong If the user's home network
1s in Chicage and the user registers using a wireless service provider in Hong Kong. then in the first configuration the
anchor point will be the home IWF in Chicago and all data will have to be relayed from Hong Kong to Chicago and vice
versa. The home IWF in Chicago will connect 1o the user's ISP in Chicago With the second cenfiguration the end
systemn user wili be assigned an ISP in Hong Kong. Thus. data wiil not always have to be ieiayed back and forth
between Chicago and Hong Kong. In the second configuration the serving IWF will serve as the anchor and never
change for the duration of the session even if the end system moves However the locauon ¢f the FA may change as
a result of end system movement in Hong Kong. ’
[0069] FIG. 13 shows the second network configuration In this tigure. the home network for end system A and Bs
WSP-A. End system A registers from its home network. using 1ts home IWF as an anchor point and also connects (o
its ISP-A using the ISPs PPP server End system B registers from the foreign network of WSF-B and uses a serving
IWF which serves as the anchor point and connects the end system to an ISP using the ISP's PPP server. In this
configuration data for end system B does not have to be relayed from the foreign network 1o the home network and
vice versa
{0070] in order for this configuration lo work. not only must there be roaming agreements between the home and
the foreign wireless service providers. but there also must be agreements between the foreign wireless service provider
and the end system's internet service provider directly or through an intermediary In the examgle above. not only must
the wireless service provider in Hong Kong have a business agreement with the wireless service provider in Chicago.
but the WSP in Hong Kong must have a business agreement with the user's Chicago ISP anc access to the Chicago
ISPs PPP server in Hong Kong or a business agreement with another ISP locally in Hong Kong who has a business
agreement for roaming with the user' Chicago ISP Additionally. the WSP in Hong Kong must be aole to discover these
roaming relationships dynamically in order to do user authentication and accounting and to set up the appropnate
tunnels.
[0071] Itis difficult for those companies who are in the Internet infrastructure business o work out suitable standards
inthe IETF for all of these scenanos Thus a preferable embodiment for the present systems io impiement the simpler.
potentially less efficient configuraiion where the IWF in the home network 1s always used as the anchor point However.
In the presence of suitable industry standardization of protocols for Internet roaming. the second configuration should
be regarded as equivalent or alternative embodiment.
[0072] An end system wiil have to register with the wireless network before it can start PFP and send and receive
data The end system first goes through the FA discovery and registration phases. These pnases autheniicate and
register the end system to the wireless service provider Once these phases are over the end system starts PPF This
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includes the PEP ink estabhishment ghase the FFPP authentication phase =nd the FPF network cantiol protocol phase
Onca these phases are over the end system is able to send and receive P packels using PPF

[0073} The following discussion assumes thal the end system 1s roaming and registering from a foreign network
Dunngthe FA discovery phase the end system through its user registration agent) waits for or sclicits an advertisement
from the foreign agent. The user registration agent uses advertisement messages sent by a near by foreign agent to
discover the identity of the FA and to register During this phase. the user registration agent of the and system selects
aFAandissues a registration requesttoit. The FA acling as a proxy registration agent forwards the registration request
to its registration server {the registration server in the foreign WSP). The registration server uses User-Name from the
user registration agent's request to determine the end system's home network and forwards the registration request
for authenticalion 1o a registration server in the home network. Upon recewving the registration request relayed by the
foreign registration server. the home registration server authenticates the identity of the foreign registration server and
also authenticates the identity of the end system. If authentication and registration succeeds. the home registration
server selects an IWF in the home network to create an I-xtunnel ink between the home IWF and ihe serving IWF (in
the foreign WSP). The IWF in the home network serves as the anchor point for the duration of the PPP session.
[0074] Once the authentication and registration phases are over. the various PPP phases wiil be started. At the start
of PPP an L2TP connection 1s created between the home IWF and requested {SP/intranet PPP server In the PPP
authentication phase. PPP passwords using Password Authentication Protocol {FAPR) or Challenge Authentication Pro-
tocol CHAP are exchanged and the ISP or intranet PPP server independently authenticates ihe :dentity of the end
system.

[0075] Once this succeeds. the PPP network control phase is started. In this phase. an IP address 1s negotiated and
assigned to the end system by the PPP server and the use of TCP/P header compression s also negotiated. When
this 1s complete. the end system is able to send and receive IP packets using FPP to its ISP or a corporate intranet.
[0078] Note that two levels of authenucation are performed The first authentication authenticates the identity of the
end system to the registration server in the home network and the identities of the foreign network and the home
network to each other. To perform this function. the foreign agent forwards the end system's regisiration request using.
for example. an IETF Radius protocol to a reqistration server in its local MST in a Radius Access-Request packet.
Using the end system's domaim name. the foreign registration server determines ihe identity of the 2nd system's home
network and home registration server. and acting as a Radius proxy. encapsulates and forwards ihe request to the end
system's home registration server. If the foreign registration server cannot determine the identity of the end system's
home. it may optionally forward the Radius request 1o a registration server that acts like a broker {2.g. one thatis owned
by a consortium of wireless service providers). which can in turn proxy the Radius Access-Request to the final home
registration server. If the local registration server is unable to service the registration request iccally or by proxying,
then it rejects the foreign agent's registration request and the foreign agent rejects the end systerm’s registration request.
Upon receiving the Radius Access-Request. the home registration server periorms the necessary authentication of
the identities of the foreign network and the end system. If authentication and registration succeeds. the home regis-
tration server responds with a Radius Access-Response packet to the foreign registration server which sends a re-
sponse 1o the foreign agent so that a round trip can be completed. The regisiration requesi is rejected if the home
registration server is unable to comply for any reason.

[0077] The second level of authentication venfies the idenlity of the end system to the ntranet or ISP PPP server.
PPP authentication. separate from mobility authentication allows the infrastructure equipment to be deployed and

~ owned separately from the ISP

{0078] FIG. 14 is a ladder diagram showing the regis(ration sequence for a roaming end system. It 1s assumed that
the PPP server and the home IWF are in the same server and L2TP is not required. Note the interactions with accounting
servers o slart accounting on behalf of the registering end system and also directory servers to determine the identity
of the home registration server and to authenticate the end system's identity. More information on accounting. billing.
roaming (between service providers) and settlement will be provided below.

[0079] MAC layer messages from the user registration agent of the end system may be used to initiate Agent Solic-
itation. The MAC layer messages are not shown for clarity.

[0080] in FIG. 14. the end system (mobile) initially solicits an advertisernent and the foreign agent replies with an
advertisement that provides the end system with information about the network to which the foreign agent belongs
including a care-of-address of the foreign agent. Alternatively. this phase may te removed and all network advertise-
ments may be done by a continuously emitted MAC layer beacon message. In this case. the network is assumed to
be a foreign wireless service provider. Then. a user registration agent (in the end system) incorporates the information
aboul the foreign agent (including the user name and other security credentials) and its network into a request and
sends the request to the foreign agent. The foreign agent. as a proxy registration agent. retays the request to the foreign
registration server (i.e.. the registration server for the foreign wireless service provider. Then. the foreign registration
server. recognizing that it is not the home directory. accesses the foreign direciory server with the FDD in the foreign
wireless service provider to learn how to direct the registration request to the home registration server of the wireless
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service provider 1o which the erd system belongs The foregn registralicn sgrver resperas sath the necessary for-
warding information Then the foreign registration server encqapsulales the enc systam’s r2aisiralion reguest in a Ra-
dius access request and relays the encapsulated request to the home regisiration server of the wwireless service proviaer
o which the end system belongs The home registration server accesses the home directory server with the HDD ci
the home registraion server (o tearn at least authentication mformation about the foreign senvice provider Oplionally
the home regislration server accesses the subscriber's directory to learn detaill subscriber service profile information
{e g qualtty of service options subscrbed to. etc.) When all parties are authenticated. the nome registration server
sends a start IWF request to the home IWF and PPP server. The home IWF and PPP server starts the home accounting
server and then sends a start iWF response to the home registration server The home regisirauon server then sends
a Radius access response io the foreign registration server The foreign registration server ihen sends a start IWF
request to the serving IWF server The serving IWF server starts the serving accounting server and then sends a starn
IWF response to the foreign registration server The [oreign registraiion server sends a registration reply to the foresgn
agent. and the foreign agent relays the registration reply 1o the end system

{0081] A link control protccol {LCP) contiguration request 1s send by the end system through the foreign registration
server to the home IWF and PPP server The home IWF and PPP server sends an LCP configuration acknowledgment
through the foreign registration server to the end system

[0082] Similarly. a password authentication protocol (PAP) authentication request 1s sent io and acknowiedged by
the home IWF and PPP server Alternatively. a challenge authenucation protocol {(CHAP) may oe used to authenticate
Both protocols may be used to authenticate or this phase may be skipped.

[0083] Simiarly an IP configuration protocol (1PCP) configure request is sent to and ac<nowledged by the home
IWF and PPP server

[0084] The connection to the end systern may be terminaied because of any one of the ioilcwing reasons.

1. User initiated termination. Under this scenario the end system first terminates the PPS gracefuily This includes
terminating the PPP network control protocol (IPCP) followed by terminaung the PPP nnk protocol Once this 1s
done. the end system de-registers from the network followed by termination of the radio ink 1o the access pomt

2 Loss of wireless link This scenario is detected by the modem and reported to the modem driver in the end
system The upper layers of the software are notified to terminate the stacks and notfy the user

3 Loss of connection to the foreign agent. This scenaro is detected by the mobility driver .n the end system. After
trying to reestablish contact with a (potentially new) foreign agent and failing. the dnver sends an appropriate
notification up the protocol stack and also signals the modem hardware velow to terminaie the wireless link

4. Loss of connection to the IWF This is substantially the same as for loss of connection 1o the foreign agent.

5 Termination of PPP by IWF or PPP server This scenario 1s detected by the PPP soitware in the end system.
The end system's PPP driver 1s nolified of this event. It initiates de-registration from the network followed by ter-
mination of the wireless link to the access pont

[0085] End sysiem service configuration refers to the concept of configuring the network service for an end system
based on the subscriber's service profile The subscriber's service profile is stored in a subscriber directory. The ‘service
profile contains information to enable the software to customize wireless data service on behalf of the subscriber This
includes information to authenticate the end system allow the end system to roam and set up connections to the end
system'’s internet service provider. Preferably. this information aiso includes other parameters. like. quality of service
in addition to the subscriber directory. a home domain directory (HDD) and a foreign domain directory (FDD) are used
for roaming and for authenticating the foreign and home registration servers to each other. The HDD stores information
about the end system's home network and the FDD stores information about foreign networks that a subscriber may
visit.

[0086] FIG. 15 shows how these directories map into the network architecture and are used during registration for
an end system that s registering at home. In step O the end system (mobile) solicits and receives an advertisement
from the foreign agent to provides the end system with information about the network to which ine foreign agent belongs.
In this case. the network 1s the home wireless service provider In slep 1. user registration agent (in the end system)
incorporates the information about the foreign agent and its network and its security credentals into a request and
sends the request to the foreign agent. In step 2. the foreign agent. as a proxy registration agent. relays the request
to the home registration server. In step 3. the home registration server accesses the HDD of the home wireless service
provider to learn at least authentication information In step 4 the home regisiralion server accesses the subscriber
directory to learn detall subscriber service profile information (e g.. guality of service options subscribed lo. etc) In
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slep 5 the home "agistralion server notihies the foreign wgent of the access iasponse in stecs 3 and 7 ihe ioreign
Aagent noufies the 2nd system (e mobile) of the regisiration ieply

[0087] FiG 18 zncws directory usage for an end system that 1s registerng from a foreign network In step & the end
systermn (mobrle) sciicits and recewves an advertisement and the foreign agent adveruses which provides the end system
with information acout the network to which the foreign agent belongs In this case the network s a foreign wireless
service provider ' step 1. user registration agent (n the end system) incorporates the informauon about the foreign
agent and its network and its secunty credential intc a request and sends the request 1o the foreign agent In step 2.
the foreign agent as a proxy registration agent. relays the reguest to the foreign registralion server (1.e . the registration
server for the loreign wireless service provider In step 3. the foreign regisiralion server accesses the HDD of {oreign
wireless service provider (o learn the network to which the end system belongs Insiep 4. (he foreign registrauon server
forwards the end system's request to the home registration server of the end system's home wireless service provider.
In step 5. the home registration server accesses the FDD of the home registration server to learn at least authentication
information about the foreign service provider. In step 6. the home registraticn server accesses ihe subscriber's direc-
tory to learn detall subscriber service profile iInformation (e.q.. quality of service options subscrited to. elc.}. in slep 7
the home registraiion server notifies the foreign registration server of the access response In step &. the loreign reg-
istration server forwards to the foreign agent the access response. In step 8 the foreign agent noilfies the end system
{i.e. mobile) of the registration reply.

[0088] Prolocct handling scenarios handle bearer data and the associaled stacks for transporung bearer data to and
from an end system The protocol stacks for the cell architectures use locai APs (FiG. 17) and remote APs (FIG. 1&)
[0089] FIG. 17 shows the protocol stacks for handling communications between an end system iin its home network)
and a home |WF for End System @ Home. FIG. 17 shows the protocol handhing for a cell architecture where the access
point and the wireiess hub are co-located.

[0090] FIG 12 shows the protocol handling for @ cell architecture where the access point 1s lccated remotely from
the wireiess hub As shown. PPP terminates in the IWF and the configuration provides direct internet access. The
configuration for ihe case where the PPP server is separate from the IWF 15 described later.

[0091] In FIG. iZ. PPP frames from the end system are encapsulated in BRLP (radio link protccol) frames which are
encapsulated at the remote access point in MAC frames for communicating with the trunk access point (i.e.. an access
point physically lccated near the wireless hub). the remote access point being coupled to the access pomnt by. for
example. a wireless trunk). The access point functions as a MAC layer bridge and relays frames from the air link to
the foretgn agent in the wireless hub. The foreign agent de-encapsulates the RLP frames out of ihe MAC frames. and
using the xtunnei protocol. relays the RLP frames to the !WF. A similar. albeit reverse. process occurs for transmining
frames irom the IWF to the end system.

[0092] Ifthe end system moves to another foreign agent. then a new xtunnel/ will be automatically crealed between
the new foreign agent and the IWF. so that PPP traffic continues to flow between them. without interruption.

[0093] In the remote AP ceil architecture (FIG. 18} using wireless trunks between the remote AP and the trunk AR,
the air iink between the end system and the access point may operate at a different frequency ({11 and use a different
radio technology as compared to the frequency ({2} and radio technology of the trunk. '

[0094] FIG. 19 shows the protocol stacks for a roaming end system. The serving IWF uses of the /-xtunnel protocol
between the serving IWF and home IWF. The rest of the protocol stacks remain unchanged and are not shown This
architecture may be simplified by merging the serving IWF into the base station. thus eliminating the XWD protocol.
[0095] The ALP layer uses sequence numbers to drop duplicate PPP datagrams and provide in-sequence delivery
of PPP datagrams between the end system and the IWF. It also provides a configurable keep-alive mechanism to
monitor link conneclivity between the end system and the IWF. Additionally. in an alternative embodiment. the RLP
layer also provides re-transmission and flow control services in order to reduce the overall it error rate of the link
between the end system and the IWF. The RLP between the end system and the IWF is started at the beginning of
the session and remains active throughout the session and even across hand-offs.

[0096] In contrast to the specification in the mobile P RFC (RFC 2003). IP in IP encapsulation 1s not used for tunneling
between the foreign agent and the home IWF. Instead a new tunneling protocol. impiemented on top of UDP is used
This tunneling protocol is a simplified version of the L2TP protocol. The reasons for this choice are as follows.

1. The encapsulaticn protocol specified in RFC 2003 does not provide flow control or in-sequence delivery of
packets. The oresentiy described network may need these services in the tunnel over the backhaul. Flow control
may be needed to reduce the amount of retransmissions over the arr link because of packet icss due 1o flow control
problems over the network between the base station and the MSC or because of flow control problems in the base
station or the IWF.

2. By using a UDP based tunneling protocol. the implementation can tbe done at the user level and then put Into
the kernel for performance reasons. after it has been debugged.
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3 Usirg RFT 2002 there § °C SaSy way Of Crealing Wnne's t=xng ni 4account Juahly of service and 2=d tal-
ancmg N order 1o ke QCS 'nto Account 4 should be gosscle 1o sel ap lunnels over links ihat already crovide
tne reauired COS Secondly using BFC 2003 there 1s no easy way 10 provide load balancmng io distridute 2earer
traffic load over multiple links between the base station and the MSC

4 in order 1o implement 1P in P encapsulation as specifiec .n RFC 2003 developers require access 1o P scuice
ccde In commercial operating systems. source code for the TCP:P stack ts generally proprielary to other equip-
ment manuiacturers Purchasing the TCP/IP stack from a vendor and making changes (o the IP layer to support
mobile P tunneling would require a developer to continue supporning a vanant version of the TCP:P stack This
adds cost and risk

[0097] While it 1s noted that the tunneling protocol between the base station and the IWF 1s non-standard and that
the wireless service provider will not be able to mix and match equipment from different vendors the use of a non-
standard tunneling protocol within a single wireless service provider network I1s transparent to end systems and equip-
ment from other vendors

[0098] The new tunneling protocoi 1s based on L2TP By ised L2TP is a heavyweight tunneling protocol so that
L2TP has a lot of overhead assccialed with tunnel creation and authenticaton. The new tunneling protocol of the
present system has less overhead The new xtunnel protocol has the following features

1 The xtunnel/creation adds vendor specific extensions 10 Radius Access Request and Radius Access Response
messages between the base station and the registrauon server These axtensions negotate tunnel parameters
and to create the tunnel

2. The registration server I1s able to delegate the actual work of tunneling and relaying packets to a different 1P
address. and therefore to a diiferent server in the MSC This permits the registration server 1o do load baiancing
across multiple IWF servers and to provide different QOS to various users

3 The xtunnelprotocol supports in-band control messages for tunnel management These messages include echo
request/response to test tunnei connectivity disconnect request/response notify to disconnect the tunnel and error
notify for error notifications These messages are sent over ihe tunneling media. for example UDP/IP

4 The xtunnel protocol sends payload data over the tunneiing media for example. UDP1{P The xtunnel protocol
supporis flow control and in-segquence packet delivery.

5. The xtunnel protocol may be implemented over media other than UDP/P for qualty of service

[0099] The network supports direct internet connectivity by terminating the PPP in the home IWF and routing 1P
packets from the IWF to the internet via a router using standard IP routing techniques Preferably. the IWF runs Routing
information Process (RIP). and the router also runs RIP and possibly other routing protocols like Open Shortest Path
First (OSPF)

[0100] The network supports a first configuration for a wireless service provider who 1s also an internet service pro-
vider. In this configuration. the home IWF in the MSC also functions as a PPP server This IWF also runs internet
routing protocols like RIP and uses a router to connect to the nternet service provider's backbone network

[0101] The network supports a second configuration for a wireless service provider who wishes to allow end systems
to connect to one or more INternet service providers. either because the WSP itself 1s not ISPs. or because the WSP
has agreements with other ISPs to provide access to end users For example a wireless service provider may elect
to offer network access to an end user and may have an agreement with a 3¢ party ISP to allow the user who also
has an account with the 3rd party ISP to access the ISP from the WSP network. In this configuration the PPP server
does not run in the home IWF installed at the MSC instead. a tunneling protocol like L2TP (Layer Two Tunneling
Protocol) 1s used to tunnel back to the 1ISP's PPP server. FIG 10 shows the protocol stacks for this configuration for
an end system that 1s at home.

[0102] The location of the home IWF and the ISP PPP server remans fixed throughout the PPP session Also. the
L2TP tunnel between the IWF and the ISP's PPP server remains up throughout the PPP session The physical hnk
between the IWF and the PPP server is via a router using a dedicated T1 or T3 or {rame relay or ATM network. The
actual nature of the physical link is not important from the point oi view of the architecture.

[0103] Thus configuration also supports intranet access. For intranet access the PPP server resides in the corporate
intranet and the home IWF uses L2TP to tunnel to it

[0104] For a fixed end system. the protocol handling for intranet or ISP access 1s as shown in FIG 20 with the
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diifeisnce ib=l g roAming end sysiem uses a serving IWF 1o connect ic 115 home iWF The prolocct handling cetween
a seving IWF and A home IWF has been described eariier In Figure 20 the home tWF may be mergedinio the wireless
hub ehmimatng the X-Tunnel protecol. Also the seiving IWF may be merged into the wireless hub. thus eliminating
the X-Tunnel protocol
[0105] FIG 21 shows ihe protocol stacks used duiing the registration phase tend system registration) for a local AP
cell architecture The stack for a remote AP cell architecture 1s very similar
[0106] The scenano shown above 1s for a roaming end system. For an end system at home. there is no foreign
registration server in the registration path
[0107] Note the mobilily agent in the end system. The mobility agent in the end system and foreign agent in the
wireless hub are conceptually similar lo the mobile 1P RFC 2002, The mobiiity agent handles network errors using
time-outs and re-trys. Unlike the known protocol stacks for bearer data. RLP 1s not used The foreign agent and the
registration servers use Radius over UDP/IP to communicate with each other {or registening the end system.
[0108] Several aspects of security must be considered. The first. authenticating the identities of the end system and
the foreignihome networks during the wireless registration phase. Second authenucaling the identity of the end system
with ts PPP server during the PPP authentication phase. Third. authentication fcr stonng accounting data. ior billing
and for updating home domain information Fourth. encryption of bearer traffic transmitted to and from the end system
Fifth encryption for exchanging billing information across service provider boundaries
[0109] Shared secrets are used to authenticate the identity of end sysiems wilh therr home networks and the identity
of the home and foreign networks with each other during wireless registration
[0110] End system authentication uses a 128-bit shared secret to create an authentcalor for its registration request.
The authenucator 1s created using the known MD5 message digest algonthm as described in the mobile |P RFC 2002.
Allernatively. a different algorithm may be used. The shared secret Is not sent in the registration reques! by ihe end
syélem. Only the authenticator is sent. On receiving the registration request from ine end sysiem. the home registration
server re-compultes the authenticator over the registration request data using the shared secrel If the computed au-
thenticator value matches the authenticalor value sent by the end system. the home registration server allows the
registration process to proceed. If the values do not maich. the home registration server logs the event. generates a
security viclation atarm and a nak (i e . a negalive acknowledgment; i the reguest.
[0111] In the regisiraton reply he home registration server does the same - that 1s to say. uses the shared secret
to create an authenucator for the registration reply that it sends to the end sysiem Upon receiving the reply. the end
syslem re-compules the authenticator using the shared secret. {f the computed value does not match the authenticator
value sent by the home registration server in the reply the end system discards the reply and tries agan.
[0112] These netwark security concepts are similar to the concepts defined in mobile IP BFC 2002. According to the
RFC a mobility security association exist between each end system and its home network. Each mobility secunty
association defines a collection of security contexts. Each security context deiines an authenticalion algorithm. a mode.
a secrel (shared or public-private). style of replay protection and the type of encryption to use. In the context of the
present network. the end system's User-Name (in lieu of the mobile IP home address) 1s used to identify the mobility
security association between the end system and its home network. Another parameter. called the security parameter
index {SPI). 1s used to select a security context within the mobility security asscciation. in a basic embodiment of the
invention. only the default mobile 1P authentication algorithm (keyed-MDS5) and the defauit mode ("prefix+suffix”) are
supported with 122-bit shared secrets. Network users are allowed to define multiple shared secrets with their home
networks. The mechanism for creating security contexts for end users. assigning an SPI o each security context and
for setting the contents of the sec'urity context {(which includes the shared secret) and for modifying their contents are
described below. During registration. a 128-bit message digest is computed by the end system in prefix+suffix mode
using the MD5 algorithm. The shared secret is used as the prefix and the suffix for the data (o be protected in the
registration request. The authenticator thus computed. along with the SPI and the User-Name are transmitted in the
registration request by the end system. Upon receiving the end system's registration request. ine foreign registiation
server relays the request along with the authenticator and the SPI. unchanged to thehome registration server. Upon
receiving the registration request directly from the end system or incirectly via a foreign registration server. the home
registration server uses the SPI and the User-Name to select the security context. The home server re-computes the
authenlicator using the shared secret. If the computed authenticator value malches the value of the authenticator sent
in the request by the end system. the user's «dentily will have been successiully authenticated. Otherwise. the home
registration server naks (negatively acknowiedges) the registration request sent by the end system.
[0113] The regisiration reply sent by the home registration server to the end system i1s also aulhenticated using the
algonthm descnbed above The SPI and the computed authenticator value is transmitted in the regisiration reply mes-
sage by the home server to the end system. Upon receiving the reply. the end system re-computes the authenticator.
and if the computed value does not match the transmuitted value. it will discard the reply and retry.
[0114] The user's end system has o be configured with the shared secret and SPls for all secunty contexls that the
user shares with its registration server(s). This configuration information is preferably stored in a Win 95 registry for
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Wimnagows 2& baseag end systems Duringregistraucn this inicrration :s accessed and usead {cr auihenucancn purposes
(0115] n ‘he network Radius protocols are used by foreign ageni FA (o register the end system and 1o configure
the xturnel between the wiretess hub and the home and seriing IWFs cn behalf of the end system On recewing a
registration request from the end system the FA creates a2 Radius Access-Request packetl. stores IS own attributes
into the packet copies the end system’s registraton request attributes unchanged into this packet and sends the
cembined request to the registration server In ihe MSC

[0116] Radius authentication requires that the Radius client «in this case the FA in the base station) and the Radius
server (In ithis case the registration server In the MSC) share a secret for authentication purposes This shared secret
IS also used to encrypt any private information communicaied between the Radius client and the Radius server The
shared secret s a configurable parameter The network follows the recommendations in the Radius RFC and uses the
shared secret and the MD5 algorithm for authentication and for encryption where encryption 1s needed The Radius-
Access Request packet sent by the FA contains a Radius User-Name attribute (which is provided by the end system)
and a Radius User-Password altribute The value of the User-Password attribute 1s also a configurable value and
encrypted in the way recommended by the Radius protocol Giher network specific atiributes which are non-standard
attributes from the point of view of the Radius RFC standards are encoded as vendor specific Radius attributes and

sent in the Access-Request packet
[0117] The following altributes are sent by the FA to its registration server in the Radius Access-Request packet

1 User-Name Aliribute. This is the end system’s user-name as supplied by the end system in its registration
request

2. User-Password Attribute. This user password 1s supplied by the base station/wireless hub on behalf of the user
Itis encoded as described in the Radius EFC using the secret shared between the base station and its registration
server

3 NAS-Port This s the port on the base station

4 NAS-IP-Address. This is the {P address of the base station

5 Service-Tvpe This is framed service.

8. Framed Protocol. This is a PPP protocot.

7 Xtunnel Protocol Parameters. These parameters are sent by the base station to spectfy the parameters neces-
sary to set up the xtunnel protocol on behalf of the end system This 1s a vendor-specific attribute

8 AP-IP-Address. This s the IP address of the AP through which the user 1s registering. This is a vendor-specific
attribute

9 AP-MAC-Address. This is the MAC address of the AP through 10

10. End system's Registration Request. The registration request from the end system 1s copied unchanged into
this vendor specific attribute.

[0118] The following attributes are sent to the FA from the registration server in the Radius Access-Response packet.
1 Service Type This is a framed service.
2 Framed-Protocol. This is a PPP.

3. 3 Xtunnel Protocol Parameters. These parameters are sent by the registration server to specify the parameters
necessary to set up the xtunnel protocol on behalf of the end system This is a vendor-specific attribute.

4 Home Registration Server's Registration Reply. This atiribute 1s sent to the FA from the home registration server.
The FA refays Ihis attribute unchanged to the end system in a registration reply packet If there is a foreign regis-

tration server in the path. this attribute 1s relayed by it to the FA unchanged. It 1s coded as a vendor-specific attribute

[0119] To provide service to roaming end systems. the foreign neiwork and the home network are authenticated to
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each other ior accounting and biling purposes using the Radius protocel for authenticauon and conhguration This
authentication 1s garformed at the time of and system registiaticn As gescribed 2arlier. when ihe registration server
mn the foreign netwaork recaives a registration requeslt from an end sysiem (encapsulated as a vendor specilic atinoute
N a Radius-Access Request packet by the FA) it uses the end system's User-Name to delermine the identity of the
end syslem's home regisiration server by consulting its home domain directory HDD The following information is stored
In home domamn directory HDD and accessed by the foreign registration server in order to forward the end system’s
registration request.

1 Home Reagistration Server IP Address. This is the IP address of the home registration server to forward the
registration request.

2. Foreign Reqistration Server Machine 1d. This is the machine iD of the foreign registration server in SMTP (sim-
plified mail transfer protocol) format (e.g.. machine @ fgdn where machine is the name of the foreign registration
server machine and fgdn 1s the fully qualitied domain name of the foreign registration server's domain).

3. Tunneling Protocol Parameters. These are parameters for configuring the tunnel between the serving IWF and
the home IWF on behalf of the end system. These include the tunneling protocol 10 be used between them and
the parameters for configuring the tunnel.

4. Shared Secret. This 1s the shared secret to be used for uthentication between the foreign regisiration server
and the home registration server. This secret 1s used {or compuling the Radius User-Password atlribute in the
Radius packet sent by the foreign registration server to the home registration server ILis defined belween the two
wireless service providers. ‘

5. User-Password. This is the user password o be used on behali of the roaming end system. This user password
is defined between the two wireless service providers This password 1s encrypted using the shared secret as
described in the Radius RFC.

6. Accounting Parameters. These are parameters for configuring accounting on behaif of the end system that is
registerning. These parameters are sent by the registration server to its IWF for configurning accounting on behalf
of the end system.

[0120]) Using this information. the foreign registration server creates a Radius Access-Request. adds its own regis-
tration and authentication information into the Radius Access-Request. copies the registration information sent by the
end system unchanged into the Radius Access-Request and sends the combined request to the home registration
server.

[0121] Upon receiving the Radius-Access Request from the foreign registration server (for a roaming end system)’
or directly from the FA {for an end system at home). the home registration server consults its own directory server for
the shared secrets to verily the identity of the end system and the identity of the foreign registration server in a roaming
scenario by re-computing authenticators.

[0122] Aiter processing the request successfully. the home registration server creates a Radius Access-Accept re-
sponse packet and sends it to the foreign registralioh server if the end system is roaming, or directly to the FA from
which it received the Radius Access-Request. The response contains the registration reply attribute that the FA reiays
to the end systemn.

{0123] tftherequestcan not be processed successiully. the home registration server creates a Radius Access-Reject
response packet and sends it to the foreign registration server if the end system is roaming. or directly to the FA from
which it received the Radius Access-Request. The response contains the regisiration reply attribute that the FA will
relays to the end system.

{0124] in a roaming scenario. the response from the home registration server is received by the foreign registration
server. It Is authenticated by lhe foreign registration server using the shared secret. After authenticating. the foreign
registralion server processes the response. and in turn. it generates a Radius response packetl (Accept or Reject) to
send to the FA. The foreign registration server copies the registration reply attribute from the home registration server=s
Radius response packet. unchanged. into its Radius response packet.

[0125] When the FA receives the Radius Access-Response or Radius Access-Reject response packet. it creates a
registration reply packet using the registration reply attributes from the Radius response. and sends the reply to the
end system. thus completing the round trip registration sequence.

[0126] Mobile IP standards specifies that replay protection for registrations are implemented using time stamps. or
optionally. using nonces. However. since replay protection using time stamps requires adequately synchronized time-
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oi-day ciocks between the corresconding nces the present sysiem implemeanrts repldy protecticn Jurnng reasiraion
using ncitces aven though replay crolecticn .sing ime stamps s mandatory i the Mobdile [P siandards #rd the use
ncnces is cplional However replay protecticr 1sing time stamps 4s an alternative embodiment 1s envisionad

[0127] The style of replay prolection used cetween nodes 1s stored in the secunty context n addition to the authen-
tication conlext mode secret and type of encryption

[0128] The network supporis the use of PFE PAP (password authentication) and CHAP (challenge authenucated
password; between the end system and its PF= server. Thisis done independently of the registration and authentication
mechanisms described earher This allows a private intranet or an ISP o independently verniy the dentity of the user
[0129] Authentication for accounting and directory services 1s described below with respect (6 iccounting secunty
Access to directory servers from network eguipment in the same MSC need not be authenticated

[0130] The network supports encryption of bearer data sent between the end systerm and the home IWF End systems
negoctiate encryption to be on or off by selectingthe appropriate security context Upon receiving the registration request
the home registrauon server grants the end sysiem's request for encryption based upon the secunty context n addition
lo storning the authentication algonthm. mode shared secret and style of replay protection. the secunty context is also
used 1o specify the style of encryption algeribm to use If encryption 1s negotiated between the end system and the
home agent then the complete PPP frame :s so encrypted before encapsutation in RLP

[0131] The IWF the accounting server and ‘he billing system are part of the same trusted domaim m the MSC These
entities are either connected on the same LAN or part of a trusied intranet owned and operated by the wireless service
provider Transfer of accounting staustics beiween the IWF and the accounting server and between the accounting
server and the customer's billing system may be encrypted using Internet IP security protocols like IP-Sec

[0132] The network makes 1t more difficull to monitor the location of the end system because 1t appears that all PPP
frames going to and from the end system go through the home IWF regardless of the actual iocation oi the end system
device

[0133] Accounung data is collected by the serving IWF and the home IWF in the network Accounting data collected
by the serving IWF is sent to an accounting server in the serving IWF's MSC Accounting data collecied by the home
IWF 1s sent to an accounting server in the horme IWF's MSC The accounting data collected by the serving IWF 15 used
by the foreign wireless service provider for auaiting and for settlement of bills across wireless service provider bound-
ares (1o support roaming and mobihty) The accounung data collected by the home IWF s used for billing the end user
and also for setllement across wireless service provider boundaries to handle roaming and mobility

[0134] Since all data traffic flows through the home IWF regardless of the end system's location and the foreign
agent's iccation. the home IWF has all the infermation 1o generate bills for the customer and also settlement information
for the use of foreign networks

[0135] The serving IWF and the home IWF preferably use the Radius accounting protocol for sending accounting
records for registered end systems The Radius accounting protocol ts as documented in a draft IETF RFC. For the
present invention. the protocol has to be extended by adding vendor specific attributes for the network and by adding
check-pomnting to the Radius Accounting protacol. Check-pomting in this context refers to the perniodic updating of
accounting data to minimize risk of loss of accounting records

{0136] The Radius accounting protocol runs over UDPAP and uses re-trys based on acknowledgment and ttime outs.
The Radius accounting client (serving IWFs or home IWFs) send UDP accounting request packets 10 their accounting
servers which send acknowiedgments back (o the accounting clients

[0137] Inthe network. the accounting clients iserving IWF and the home IWF) emit an accounting start indication at
the start of the user's session and an accounting stop indication at the end of the user's session In the middle of the
session. the accounting clients emit accounling checkpont indications. In contrast. the Radius accounting RFC does
not specify an accounting checkpoint indication The software of the present system creates a vendor specific account-
ing attribute for this purpose. This accounting attribute is present i all Radius Accounting-Request packets which have
Acct-Status-Type of Start (accounting start indications) The value of this attribute is used to convey to the accounting
server whether the accounting record i1s a check-pointing record or not. Check-pointing accounting reports have a ime
attribute and contan cumulative accounting daia from the start of the session The frequency of transmitting check-
point packets is configurable in the present invention

[0138] The serving IWF and the home IWF are configured by therr respective registration servers for cannecting to
their accounting servers during the registration phase The configurable accounting parameters include the 1P address
and UDP port of the accounting server. the frequency of check-pointing. the session/multi-session 'd and the shared
secret [0 be used betlween the accounting chent and the accounting server

[0139] The network records the following accounting altributes for each registered end system These accounting
attributes are reported in Radius accounting packets at the start of the session. at the end of the session and in the
middle (check-point) by accounting clients to ther accounting servers

1 User Name. This 1s hke the Radius User-Name attribute discussed above This atiribute 1s usad to identify the
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user and 1s present In All accounting reports The formal 1s “user & domain™ where domain s ihe fully quabfied
domam name of the user's irome

2 NAS IP Address This is iike the Radius NAS-IP-Address attnbute discussed above This aitnbute 1s used to
identify the IP address of the machine running the home IWF or the serving IWF

3. Radio Port. This aliribute dentifies the radio port on the access point providing service to the user This attnbute
is encoded as a vendor specific attnbute

4. Access Point IP Address. This attribute identities the 1P address of the access point previding service to the
user. This attribute is encoded as a vendor specific attribute.

5. Service Type This is like the Radius Service-Type atirbute described above The value cf this aliribute is
Framed.

6. Framed Protocol. This s itke the Radius Framed-Protocol attribute descrived above The value of this attribute
is set to indicate PPF

7. Accounting Status Type This is like the Racius Acct-Status-Type altribute described above The vaiue of this
attribute may be Start to mark the start of a user's session with the Radius client and Stop 1o mark the end of the
user's session with the Radws client. For accounting clients. the Acct-Status-Type:/Stan auncule is generated
when the end system registers. The Acct-Status-typesStop attribute i1s generated when the end sysiem de-registers
for any reason. For checkpaints. the value of this atiribute is also Start and the Accounting Checkpoint aitribute is
also present.

8. Accounting Session Id. This is like the Radius Acct-Session-id described above in a roaming scenario. this
session id is assigned by the foreign registration server when the end system issues a registration request. Itis
communicated to the home registration server by the foreign registration server during the registiration sequence.
The home network and the foreign network bolh know the Acct-Session-Id attnbute and are able to émit this
attribute while sending accounling records to their respective accounting servers. In a "end systam-at-home” sce-
nario. this attribute is generaied by the home regisiration server. The registration server communicates the value
of this attribute to the IWF which emits it in all accounting records.

9. Accounting Multi-Session Id. This is like the Radius Acct-Multi-Session-Id discussed above This id is assigned
by the home registration server when a registration request is received from a FA directly or via a foreign registration
server on behalf of an end system. It 1s communicated to the foreign registration server by the home registration
server in the registration reply message. The registration serveris) communicales the value of this attribute to the
IWF (s) which emit it in all accounting records.

[0140] With true mobiiity added to lhe architecture. the id is used to relate together the accouniing records from
different IWFs for the same end system if the end system moves from one WF to another. For hand-offs across IWF
boundaries. the Acct-Session-1d is different for accounting records emanating from different IWFs However. the Acct-
Multi-Session-id attribute is the same for accounting records emilted by all IWFs that have provided service (o the user.’
Since the session id and the multi-session id are known to both the foreign network and the home network. they are
able to emit these attributes in accounting reports to their respective accounting servers With the session d and the
multi-session id. billing systems are able to correlate accounting records across {WF boundaries in the same wireless
service provider and even across wireless service provider boundaries.

1. Accounting Delay Time. See Radius Acct-Delay-Time attribute.

2. Accounting Input Octets. See Radius Acct-Input-Octets. This attribute is used to keep track of the number of
octets sent by the end system (input to the network from the end system). This count is used to track the PPP
frames only. The air link overhead. or any overhead imposed by RLP. elc. is not counted.

3. Accounting Output Octets. See Radius Acct-Output‘-OctetsA This attribute is used to keep irack of the number

of octets sent to the end system (oulput from the network 1o the end system). This count is used to track the PPP
frames only. The air link overhead. or any overhead imposed by RLP. etc. and is not counted
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< dccounting Autheruc 3ee Radis Aczi-Authentic attrbule The v-ua ¢i this altnbuie 5 _acal or Remote de-
pending on whether the serving IWF or the home IWF generates the ~ccounting record

S Accounting Session Time See Radius Acct-Session-Time attribule This attribule ndicates ithe amount of ime
lhat the user has been receving service if sent by the serving IWF inis atinioute tracks ihe amount of time that
the user has been receving service irom that serving IWF if sent by the home IWF ihis atinbute tracks the amount
of tume that the user has been receiving service from the home IWF

S Accounting Input Packets See Radius Acci-Inpui-Packets attribute “his attribute indicates the number of pack-
ets received from the end system For a serving IWF this attribute tracss the number of PPP frames input into the
serving tWF Ifrom an end system For a home IWF this altribute tracks the number of PPP frames input into the
home IWF from an end system

7 Accounting Output Packets. See Radius Acct-Output-Packets attrzute  This attribute indicates the number of
packets sent to the end system For a serving IWF this altribute tracks ihe number of PPC {rames output by the
serving IWF 1o the end system For a home IWF this altribute tracks the number of PPP frames sent to the end
sysiem from the home {WF

g. Accounting Terminate Cause. See Radius Acct-Terminate-Cause attribute This attribute indicates the reason
why a user session was terminated. in addition. a specific cause code 's alsc present to previde additional details
This altribule 1s only present in accounting reports at the end of the session

8 Network Accounting Terminate Cause This auribute indicates a delalled reason for terminating a session This
specific attribute 1s encoded as a vendor specific attribute and is only reported in a Radius Accounting attribute at
the end of session. The standard Radius attribute Acct-Terminaie-Cause 15 also present Thts attribute provides
specific cause codes. nol covered by the Acct-Terminate-Cause attribuie

10. Network Air Iink Access Protocol. Thus altribute indicates the air Iink access protocol used by the end system
This attribute 1s encoded as a vendor specific attribute.

11 Network Backhaui Access Protocol This attribute indicates the backhaul access protocct used by the access
point to ferry data to and from the end system. This attribute is encoded as a vendor specific attribute.

12 Network Agent Machine Name. This attribute is the fully qualitied domain name of the machine running the
home IWF or the serving IWF. This specific attribute I1s encoded in vendor specliic format.

13. Network Accounting Check-point. Since the Radius accounting RFC does nat define a check-point packet. the
present network embodiment uses a Radius accounting start packet with this attnibuie to mark a check-point. The
absence of a check-pomnt attribute means a conventional accounting siart packet. The presence of this attribute
iIn a accounting start packet means a accounting check-pomnt packet Accountng stop packets do not have this
attribute

[0141]) In the preferred embodiment. every accounting packet and the corresponding reply must be authenticated
using MD5 and a shared secret. The IWFs are configured with a shared secret that are used by them for authentication
during communication with their Radius accounting server The shared secrets used by the IWFs for communicating
with accounting servers are stored in the home/foreign domain directory iocated in the MSC The shared secrets for
accounting secunty are communicated to the IWFs by therr registration servers durnng the end system registration
sequence

[0142] The accounting server software runs In a computer located in the MSC The role of the accounting server in
the system Is to collect raw accounting data from the network elements (the home and the seving IWFs). process the
data and store it for transfer to the wireless service provider's billing system The accounting server does not include
a bilhng system Instead. it inciudes support for an automatic or manual accounting data transfer mechanism. Using
the automatic accounting data transfer mechanism. the accounting server ransiers accounting records in AMA biiling
format to the customer's biiling system over a TCP/IP transport For this purpose. the system defines AMA biling record
formats for packet data Usingthe manual transfer mechanism. customers are able to build a tape to transfer accounting
fecords to therr billing system In order to build the tape to therr specifications. customers are provided with information
lo access accounting records so that they may process them before writing them {o tape.

(0143] In FIG 22. the raw accounting dala received by the accounting server from the home or serving IWFs are
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processed «nd sicred by the mccounuing server The processing done by the Acccunting server -ncludaes hiterng com-
pression and correiation of the raw accounting dala recewved from the IWF A high availlabiity file server using dual
active:standby pracessors and hot swappable RAID disks 1s used for buffering the accounung data wille itis ransiing
through the accounling server.

{0144] The accounting server delays processing of the raw accounting data unul an end sysiem has terminated its
session When an end syslem lerminales its session. the accounting server precesses the raw accounting data that
it has coliected for the session and slores an accounting summary record in a SQL dalabase. The accounting summary
record stored In the SQL data base points 1o an ASN. 1 encoded file This file contains detailled accountng information
about the end system's session. The data stored in the accounting server is then transferred by the billing data transfer
agent (¢ the customer's billing system. Alternatively. the wweless service provider may transfer the accounting data
from the SQL database andior the ASN.1 encoded file to the billing system via a tape. The data base scheme and the
format of the ASN.1 encoded file are documented and made avallable to customers for this purpose. If the volume ol
processed accounling data stored in the accounting system exceeds a migh water mark. the accounling server gener-
ates an NMS alarm. This alarm is cleared when the volume of data stored in the accounting server falls beiow a low
walter mark. The high and low waler marks for generaling and cleanng the alarm are configurable The accounling
server also generates an NMS alarm if the age of the stored accountng data exceeds a configurable threshold. Ccon-
versely. the alarm is cleared. when the age of the accounting data falls below the threshold.

[0145] The subscriber directory 15 used to store mformation aboul subscribers and 1s locatec in the home network.
The home registration server consuits this directory during the registration phase (o authenticate and register an end
system For each subscriber. the subscriber directory stores the following nformation.

1 User-Name. This field in the subscriber record will be in SMTP format (e.g.. user@fganj where the user sub-
field will identify the subscriber in his or her wireless home doman and the fgdn sub-fieid will identily the wireless
home domain of the subscnber This field1s sent by the end system in its registration request curnng the registration
phase. This field is assigned by the wireless service provider o the subscnber at the time of subscription to the
nelwork service. This field is different than the user name lieid used in PPP

2. Mobifity Security Association. This field in the subscriber record contains the mobility sacurity association be-
tween the subscriber and his or her home network. As described above. a mobility security association exists
between each subscriber and its home registration server. The mobility secunty association defines a collection
of security contexts Each security context defines an authentication algorithm. an authentication mode. a shared
secret. style of replay protection and the type of encryption (including no encryption) to use setween the end system
and its home server. During registration. the home registration server retrieves information about the subscnber's
security conlext from the subscriber directory using the User-Name and the security parameter index (SPI) supplied
by the end system in its registration request. The information in the security context is used for enforcing authen-
tication. encryption and replay protection during the session. The mobility security asscciation is created by the
wireless service provider at the time of subscription. Itis up to the wireless service provider to permit the subscriber
to modify this association either by calling up a customer service representative or by letting subscribers access
to a secure Web site. The Web site software will export web pages which the wireless service provider may make
accessible 1o subscribers from a secure web server. In this way. subscribers are able to viewsmodify the contents
of the mobility security association in addition to other subscriber information that the service provider may make
accessible. ’ : i

3. Modem MAC Address. This field contains the MAC address of the modem owned by the subscriber. in addition
to the shared secret. this field is used during registration to authenticate the user. It is gossible 1o tum off MAC
address based authentication on a per user basis. The MAC address is communicated to the home registration
server during registration.

4. Enable MAC Address Authentication. This field is used to determine if MAC address based authentication is
enabled or disabled. It enabled. the home registration server checks the MAC address of the registering end system
against this field to validate the end system’s identity. If disabled. then no checking is done.

5. Roaming Enabled Fiag. If this field is set to enabled. then the end system is allowed toroam to foreign networks.
If this tield is disabled. then the end system is not permitted to roam to foreign networks.

6. Roaming Domain List. This field is meaningful only if the Roaming Enabled Flag is set to enabled This field

contains a list of foreign domains thal the end system is allowed to roam to. When the contents of this list is null
and the Roaming Enabled Flag is set to enabled. the end system is allowed to roam freely. .
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7 Service Erable Disable Flag This held may ce st (c aisabied by the sysiem admnisi 1o 10 disat.e servce
to a subscnber I this field 1s disabled then the subscnber 1s sermilted to register for service !f the subscitber s
registered and ihe value of this field 1s settodisabled then the subscriber's end system s immediately disccnnected
by the network

& Internet Service Provider Association This field contams information about the subscnber's internet service
provider This information is used by the IWF dunng the PPP registration phase to perform authentication with the
internet service provider on behalf of the end system and also to create a L2TP tunnel between the IWF and the
internet service provider's PPP server This fleld contains the identity of the subscriber's ISP The IWF uses this
information to access the ISP directory for performing authentication and setting up the L2TP tunnel on behalf of
the end system

Q Subscnber's Name & Address Information This held contains the subscriber's name. address. phone fax e-
mail address etc

[0146] The home domain directory (HDD) 1s used by the registration server to retrieve parameters about the end
system to complete registration on behalf of the end system Using this information. the registrauon server determines
if the end system 1s registering at home or if the end system is a roaming end system [n the former case. the registration
server assumes the role of a home regisiration server and proceed with end system registraiion in the latter case the
registration server assumes the role of a foreign registration server and. acting as a Radius proxy. it forwards the
request to the real home registration server whose identity it gets from this directory For roaming end sysiem the
parameters stored in the HDD include the P address of the home registration server. the home-ioreign shared secret
the home-serving IWF tunnel configuration etc The HDD 1s located in the MSC

[0147] The following information is stored in the HDD

1 Home Domain Name This field 1s used as the key to search the HDD for an entry that matches the fuily qualified
home domain name provided by the end system in its regisiration request

2 Proxy Registration Request This field 1s used by the registration server to determine if it should act as a foreign
registration server and proxy the end system's registration request to the real home registration server

3 Home Registration Server DNS Name Hf the proxy registration request flag s TRUE. this field is used to access
the DNS name of the real home registration server Otherwise. this field is ignored. The NS name 1s translated
to an IP address by the foreign registration server The foreign registration server uses the iP address to relay the
end system's registration request. )

4 Foreign Domain Name. |t the proxy registration request flag 1s TRUE. this field 1s used to identify the foreign
domain name to the end system's home registration server. Otherwise. this field is ignored. The foreign registration
server uses this information to create the foreign server machine id in SMTP format. for example. machine @fqdn.
This machine id is sent to the home registration server by the foreign registration server in the Radius-Access
Re_quest.

5 Shared Secret. If the proxy reqgistration requestflagis TRUE. the shared secret 1s used between the foreign and
home registration servers to authenticate therr identity with each other. Otherwise this field 1s ignored.

6 Tunneling Protocol Parameters. This field 1s used to store parameters to configure the tunnels to provide service
to the end system. For an end system at home. this includes information on tunnel parameters between the base
station and the home IWF and from the home IWF to the PPP server. For a roaming end system. this includes
tunneling parameters from the base station to the serving IWF and from the serving IWF to the home IWF Ata
mintmum. for each tunnel. this field contains the type of tunneling protocol to use and any tunneling protocot specific
parameters. For example. this field may contain the dentifier for the tunneling protocol L2TP and any additional
parameters required to configure the L2TP tunnel between the IWF and its peer

7 Accounting Server Association. This field is used to store information needed by the IWF o generate accounting
data on behalf of the end system It contains the name of the accounting protocol (e g. RADIUS). the DNS name
of the accounting server and additional parameters specific to the accounting protocol like the UDP port number.
the shared secret that the IWF must use in the Radius Accounling protocol. the frequency of check-pointing. the
seed for creating the session/muiti-session id. etc The accounting server’'s DNS name 1s translated to the account-
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g senvar's iF addrass winch is sent to the tWF

[0148] For wireless sarvice pioviders ihal have roaming agresments with each oiner ihe HOD is used for autnent-
caticn and to complele the registralion process If an end system iocams from i1s home network (0 & foreign neiwork.
the foreign registration server In that network consults the HDD wn 1its MSC io getl inionmation aboul the visiting end
system's home registration and to authenucale the home network before it provides service to the visiting end system.
{0149] The soflware for home domain directory management preferably provides a graphical user interface {GUH
based HDD management interface for system adminisirators Using this GU!l sysiem administralors are able (o view
and update entries in the HOD This GUI 1s not intended for use by fore:gn wireless network service providers lo gerform
remole updaies based on roaming agreements. 1t 1s only mtended for use by trusted personnel of the home wireless
service provider operating behind fire walls

[0150] The foreign domain directory (FDD) provides functionality that 1s the reverse of the home domam directory
The FDD s used by the home registration server 1o retrieve parameters about the foreign registration server and the
foreign network in order lo authenticate the foreign network and creale a tunnel between a serving IWF and & home
IWF These parameters include the home-foreign shared secret. the home IWF-serving IWF tunnel contiguration etc.
The FDD s preferably located in the home registration server's MSC. The FDD is used by home registration sarvers
for registering roaming end systems

[0151] The following information will be stored in the FOD.

1 Foreign Domain Name. This field 1s used as the key to search the FOD for an entry that matches the lully gualified
domain name of the foreign registration server relaying the registration request.

2. Shared Secret. This is the shared secret used belween the foreign and home registration servers to authenucate
their identity mutually with each other.

3. Home IWF-Serving IWF Tunneling Prolocol Parameters This field 1s used (o store parameters (o configure the
tunnel between the home IWF and the serving IWF At a minimum. this field contains the type of wunneling protocol
to use and any tunneling protocol specitic parameters. For example. this field may contain the dentifier ior the
tunnehng protocol L2TP and any additional parameters required to conlfigure the L2TP tunnei between the serving
IWF and the home IWF

4 Accounting Server Assocation. This field is used to store information needed by the home {WF to generate
accounting data on behalf of the end system. it contains the name of the accounting protocol (e g. RADIUS). the
DNS name of the accounting server and additional parameters specific to the accounting protocol like the UDP
port number. the shared secret thal the IWF must use in the Radius Accounting protocol. the frequency of check-
pointing. the seed for creating the session/mulli-session id. etc. The accounting server's DNS name is translaied
to the accounting server's IP address. which 1s sent to the foreign agent.

[0152] For wireless service providers that have roaming agreements with each other. the FDD 1s used to do authen-
tication and complete the registration process. If an end system roams from its home network 1o a foreign network. the
registration server in the home nelwork consults the FDD in its MSC to get information and authenticate the foreign
network providing service to the end system ’ ‘
[0153] The foreign domain directory managerhent soltware provides a graphical user interface {GUI) based FDD
management interface for system administrators. Using this GUI. system administrators are able {o view and update
entries in the FDD. This GUI is not intended for use by foreign wireless network service providers to perform remote
updales based on roaming agreements. It is only intended for use by trusted personnel of the home wireless service
provider operaling behind firewalis.

{0154) The internet service provider directory (ISPD) is used by the home IWF lo manage connectivity with ISPs that
have service agreemenits with the wireless service provider so that subscribers may access ther ISPs using the net-
work. For each subscriber. the subscriber directory has an entry for the subscriber's ISP. This field points to an entry
in the 1ISPD. The home IWF uses this information to set up the connection to the |SP on behalf of the subscriber
[0155] The network architecture supports roaming. In order for roaming to work between wireless service providers.
the architecture must suppeort the setting up of roaming agreements between wireless service providers. This implies
two things: (1) updating system direclories across wireless service providers and (2) settlement of biils between service
providers.

[0156] In order to allow subscribers access to internet service providers. the architecture supports roaming agree-
ments with internet service providers. This implies that the architecture must be able to send daia to and recewe data
from ISP PPP servers (1.e.. that support industry standard protocols like PPP. L2TP and Radius). It also implies that
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the =rcmieciurs ~anales direciory updaies for 3F access ard ssitlament of tuis wnth 'SFs

[0157] When rsaming agreements Are estabisned Setyeen (Wo w1igi2ss sarvice providers soth oroviders have 1o
update their nome and foreign domam directones in order 10 support Authenticaticn And reqisiration functions for end
systems wvisitng ther networks from the other network At a minimum  the architecture of the present emicodiment
supports manual directory updates When a iocaming agreement 1s esiablished between two wireless service providers
then the two pariles 1o the agreement exchange information icr copuiating thewr home and foreign domain direclories
The actual updaies of the directories 1s done manually by the personnel of the respective service providers I later.
the information 1n the home and foreign domain directories needs 1o be updated the two parties (o the agreement
exchange the ugdated information and then manually apply their updates to the directories

[0158] In an allernative embodiment the directory management software incorporates developing standards n ithe
IETF o0 enable roaming between inler net service providers and to enable 1SPs to automatically manage and discover
roaming relationships This makes manual directory management no longer necessary The network system automat-
ically propagates roaming relationships and discovers them to authenticate And register visiting end systems
[0159] At a mimimum the network architecture just processes and stores the accounting data and makes the data
avarlable 10 the wireless service provider's billing system it 1s up {0 the bitling system to handle settlement of bills for
roaming

[0160] In an alternative embodiment developing standards i the IETF to handle distribution of accounting records
between internet service providers are incorporated into the network architecture to enable ISFs (o do billing settlement
for roaming end systems

[0161] The system software supports access to ISPs and private ntranets by supporting L2TF between the home
IWF and the I1SPs or intranet PPP server The internet service provider directory contains information useful to the IWF
for creating these tunnels As access agreements between the wireless service provider and internet service providers
are put in place this directory is updated manually by the wireless service provider's personnel Automatic updates
and discovery i access refationships between the wireless service provider and internet service providers are preseantly
contemplated and implemented as the internet standards evolve While accessing an internet service provider. the
subscriber receves two bills - one from the wireless service provider for the use of the wireiess network and the second
from the internet service provider Although common billing that combines both types of charges i1s not handled by the
minimum embodiment software. it 1s contemplated that the soitware will take advantage of inter net standards for bifling
setilement as they evolve so that subscribers may recewve a common bill based on roaming agreements bstween the
ISP and wireless service providers

[0162] The system ncludes a element management system for managing the network elements From the element
manager system administrators perform configuration. performance and favlzalarm management functions. The ele-
ment management apphications run on top of a web browser. Using a web browser system administrators manage the
network from anywhere that they have TCP/P access The element manager also performs an agent role for a higher
level manager In this role it exports an SNMP MIB for alarm and fault monitoring '

[0163] A higher level SNMP manager 1s notified of alarm conditions via SNMP traps  The higher level SNMP manager
pericdically polls the element manager's MIB for the health and status of the network System management personnet
at the higher level manager are able to view an icon representation of the network and its current alarm state. By
pointing and clicking on the network element icon. systems management personnel execule element management
applications using a web browser and perform more detalled management functions

[0164] I(nside the network. management of the physical and logical network elements 1s performed using a combi-
nation of the SNMP protocol and internal management application programming interfaces. ‘Applications in the element
manager use SNMP or other management APls to perform network management functions.

[0165] Architeciurally. the element management system includes two distinct sets of functional elements. The first
set of functional elements. including the configuration data server performance data monitor and heatth/status monitor
and network element recovery software. executes on an HA server equipped with RAID disks. The second set of
functional etements. including the management applications. executes on a dedicated. non-HA management system.
Even if the element manager system becomes non-operational the network elements continue to be able to run and
report alarms and even be able 1o recover from fault conditions However since all the management applications
execute in the non-HA element manager. I the element manager goes down then recovery actions requiring human
intervention are not possible until the element manager becomes operational

[0166] The wireless hubs (WHSs) in the base stations are typically cwned by a wireless service provider {WSP). and
they are connecled to the WSP's registration server (RS) either via point-to-point inks. intranets or the Internat The
WSP's registration server is iypically a software module executing on a processor to perform certain registration func-
tions Inter-working function units (IWF units) are typically soitware modules executing on a processor to perform
certain interfacing functions 1WF units are typically connected to the registration servers via intraneis/WAN. and the
IWF units are typically owned by the WSP However the IWF units need not be located within the same LAN as the
registration servers Typically. accounting and directory servers talso software modules executingon a processor) are
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cenneciad 1o e regiIstiaton servers via A LAN 0 Ihe service provider's Cats Center (2g A centarincluding cne or
ore precessors ihal hosis vanous servers and other soitware modulesy Traffic irem the end system s then routed
via a iouter iconnected 1o the LANY Lo the pubiic Internetl or 1o an iSF =3 muranat The registraticn server locatec in a
foreign WSP's network 1s referred to as the foreign registration server (FRS} and the registration server located in the
end system's home network (where the mobile purchases its servicel 1s 1eferred to as the home registration server
(HRS) The inter-working function unit in the home network is referred to as the home IWF while the mter-working
function unit in the foreign network {1 & . the network the end system Is visitingi 15 relerred to as ihe serving IWF
[0167] For iixed wireless sefvice (1 . a non-moving end system). an end system may register for service on the
home network from the home network {(e.g . at home service) or from a foraign network (e g.. roaming servicei The
end system receives an adverisement sentby anagent (e.g. anagentfuncticnimplemented in soitware) inthe wireless
hub via the access point. There are both MAC-layer registration as well as network-tayer registratlon to be accom-
plished These may be combined together for efficiency.

[0168]) For end systems at home (FIG 23). the network layer registration itike a local registration) make's known to
the home registration server the wireless hub to which the end system s currently attached. An IWF in the end system's
home network will become the anchor or home IWF Thus. PPP frames to and from the end system travel via the
wirgless hub to the home IWF in the home network. If the end system is at home the home IWF 1s connected o the
wireless hub via an XTunne! protocol

[0169] For roaming wireless service (FIG. 24). the foreign registration server determmes ihe identity of the home
network of the roaming end system during the registration phase Using this information. the foreign registration server
communicates with the home registration server to authenlicate and register the end system The ioreign registration
server then assigns a serving IWF. and an I-XTunnel protocol connection 1s estabhshed between the home IWF and
the serving {WF for the roaming end system. The serving IWF relays frames between the wireless hub and the home
IWF From the home IWF. dala is sent to a PPP server (i.e.. point-to-point protocol server) which may reside in the
same IWF However. if the dala 1s to go 1o a corporate intranet or an ISP's intranet that has its own PPP server. the
data is sent to the separate PPP server via the L2TP protocol. The separate server is typically owned and operated
by an Internet service provider who 1s different from the wireless service provider For the duration of the session. the
locaticns of the home IWF and PPP server remain fixed. The MAC layer registration can be combined with the network
registration 1o economize on the overhead of separate communications for MAC layer and network tayer registration:
however. It may be advantageous to not combine these registration processes so that the WSP's equipment wilt be
interoperable with other wireless networks that supports pure IETF Mobile-iP .
[0170] Registration sets up three tables. Table 1 is associated with each access point. and Tabie 1 identifies each
connection (¢ g.. each end system) by a connection id (CID) and associates the connection id with a particular wireless
(WM) modem address (i.e.. the address of the end system or end system). Table 2 is associated with each wireless
hub (WH). and Table 2 associates each connection id with a corresponding wireless modem address. access point
and XTunnel id (KiD). Table 3 is associated with each inter-working function {IWF). and Table 3 associates each con-
nection 1d with a corresponding wireless modem address. wireless hub address. XTunnel id and iF port (IP/port). The
entries described for these lables are described to include only relevant entries that support the discussion of mobility
management In reality. there are other important fields that need to be included as well.

Tabie 1:

~Connection Table at AP

cio WM

C1 WM1
ce WM1
Ch WM2

Table 2:
Connection Table at WH
CiD WM AP XiD

C1 WM1 AP1
c2 WM1 AP1
Ci WM2 | AP1
C1 WM3 [ AP2

W

~N O
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Table &
Conneciion Tabie at IWF
CID Wi WH I IP-Port
C1 WM1 WHA1 3 PP
c2 WM1 WH1 3 iP1 P2
CH1 WmM2 | WH1 5 1P2:P3
C1 WM3 [ WH1 7 1P3/P1
C5 WMS | wH2 = 1P4P1

[0171] The protocol stacks for dial-up users at home in a network as well as roaming users are ilustrated in FIGS

25-2% FIG 25 depicts protocol stacks used for direct internet access by a fixed (1.e . non-movingi end system at home
where a PFPP protocol message terminates in the home iWF «1ypically collocated with the wireless nub) which relays
message 0 and irom an IP router and from there to the public internet FIG 26 depicts protocol stacks used for remote
intranet access (t e  either private corporate nets or an ISP} by a fixed (1e. non-moving) end system at home where
a PPP protocol message is relayed through the home 'WF (typ cally coilocated with the wireless nub! 1o a FFEP server
of the private corporate intranet or ISP FIG 27 depicts protocct stacks used {or direct internet access by a roaming
but fixed n e non-moving) or a moving end system where the PPF protocol terminates in the home IWF (typically
located in & mobile switching center of the home network) whici relays message to and from an 1F router In FIG. 27

note how message traific passes through a serving IWF (typicaily collocated with ithe wireless hut: 1 addition to the
home IWF FIG. 28 depicts protocol stacks used for remole intranet access (1 e . either private ceigorate nets or an
ISF) by a roaming but fixed (18 non-moving) or a moving end sysiem where a PPP protocol imessage s relayed
through the home IWF (typically located mn a mobiie swilching center of the home network) to a PP server of the
private corporate intranet or ISP In FIG . 28. nole how message traffic passes through a serving IWF - iypically coliocated
with the wireless hub) in addition to the home FWF When the serving I'WF and the wireless hub are co-located in the
same nest of computers or are sven programmed into the same ccmputer it is not necessary to 2stablish a tunnel
using the XTunnel protocol between the serving IWF and the wireless hub

[0172] <Zquivalent varations (o these protocol stacks (e g the BLP can be terminated at the wireless nub rather than
at the serving IWF or home IWF for mobiles at home, are alsc 2nvisioned i the tWF 1s located far irom the wireless
hub and the packets can potenually be carried over a lossy P network between the IWF and wirsless hub then #
would be preferred to terminate the RLP protocol at the wireless nub Another variation 1s the Xtunnaibetween wireless
hub and IWF need not be built on top of the UDP/P Xtunneis can be built using the Frame Relay ATM link layer

However the use of UDP/IP makes it easier to move the wireless hub and IWF software from one reiwerk to another.

[0173] Furthermore. the PPP protocol can be terminated n a wireless modem and sent to one or more endsystems
via an ethernet connection. As illustrated in FIG 28 the wireless modem 300 receives the PPP protocol information
and encapsulates the PPP payload in an ethernet frame to be transported to at least one of the end systems 304 and
3086 via the internet connection 302.

[0174] DiX ethernet can be used for encapsulating the XWD MAC primtives but the sysiem 1s nct limited thereto

The ethermet frame format for XWD control frames is illustrated in Figure 30 The ethernet header contans a destination
address a source address and an ethernet lype field The desunation address field contains the eihernet address of
the MAC entity to which the primatve is being sent. For MAC grimitives mvoked by the MAC user. this field will contain
the ethernet address of the MAC user. For broadcast prirmitives this address will be the ethernet broadcast address

The source address field contams the ethernet address of the MAC entity invoking the primitive The ethernet type
field contains the ethernet type for XWD Possible vaiues are XWD _Control for control frames and XWD_Data for data
frames These values must be different from all the ethernet type values that have been stnadardized and must be
registered with the controlling authority

[0175] The ethernet frame then has an XWD header field. The XWD header can be 16 bits iong and will only be
present for XWD control frames The fields are illustrated in FIG 31 The ethernet frame also centains a protocol
header. a PPP payload field and a XWD MAC field The header values for pnmitives using ethernet sncapsulation are
ilustrated in Table 4 below

Primitive Name Destination Address Source Address Ethernet Type | XWL MAC Primitive

M_Discover Req Broadcast or unicast MAC User XWD_Control 0
MAC Providider
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continuech
Pomitive Name Desunaton Address Source Address Zihemet Type | XWD MAC Famitive
M_Discover.Cni MAC User MAC Provider XWD _Control 1
M_OpenSap.Reqg | MAC Provider MAC User XWD_Control 2
M_OpenSap.Cni MAC User MAC Provider XWD Control 3
M_CloseSap Reg | MAC Provider MAC User XWD_Controi 4
M_CloseSap Cnf | MAC User MAC Provider XWD _Control 5
M_EchoSap Reg MAC User MAC Provider XWD _Control S
M_EchoSap.Cnf MAC Provider MAC User XWD _Control 7
M_Cecnnect.Req MAC Frovider {(modem MAC User (end system XWD_Control &
only) onty)
M_Connect Ind MAC User (wireless hub MAC Provider :AP only) | XWD _Controt 9
only)
M_Connect.Rsp MAC Frovider (AF only) MAC User (wireless hub XWD _Control 10
only)
M_Connect.Cnf MAC User (end system MAC Provider (modem XWD_Control 11
only) only)
M_Disconect.Beq | MAC Frevider MAC User XWD_Controt 12

[0176] In another altermnative. the PPP protocol can be terminated in a wireless router and then sent on to at ieast
one end system connecled 1o a local area network (LAN). As illustrated in FiG. 32. the wireless router 350 receives
the PPP protocot information via the wireless modem 352. The router 354 receives the PPP information from the
wireless modem 352 and sends the PPP informauon to at least cne of the end systems 356. 353. 360 viaa LAN link 362
[0177] Fourtypes of handoff scenarios may occur. and they are iabeled: (1) local mobility. (i) micro mobility. (i) macro
mobility. and (1v) global mobility. in all four scenarios (in one embodiment of the Invention). a route optimization option
is not considered so that the locations of the home registration server and the ISP's PPP server do not change. In
another embodiment of the system with route optimization. the iSP=s PPP server may change. However this aspect
is discussed below. In addition. the iocations of the foreign registration server and |WF do not change in the lirst three
SCenarios. '
[0178] The proposed IETF Mobite IP slandard requires that whenever an end systemn changes the {P subnet to which
it 1s altached it sends a regisiration request message (o a home agent in its home sub net. This message carries a
care-of address where the end system can be reached in the new subnet. When traffic is sent. for example. from an
ISP to an end system. the home agent intercepts the traffic that is bound for the end system as it arrives in the home
subnet. and then forwards the traffic to the care-of address. The care-of dddress identifies a particular foreign agent
in the foreign subnet. An end system's foreign agent can reside in the end system itself. or in a separate node that in
turn forwards traffic to the end system (i.e.. proxy registration agent). Mobile |P handoffs involve exchange of control
messages between an end system's agent. the end system’'s home agent and potentially its corresponding hosts (CHs)
(with route optimization option)

[0179] The proposed IETF Mobile IP standard would find it difficult to meet the latency and scalability goais ior all
movements in a large internetwork. However. the present hierarchical mobility management meets such goals. For
small movements (e.g. a change of Access Points). only MAC-layer re-registraiions are needed. Forlarger movements.
network-layer re-registrations are performed. The present hierarchical mobility management is different from the flat-
structure used in the IETF proposed Mobile-IP standard as well as the servingfanchor inter-working function modei
used in cellular systems like COPD (based on a standard sponsored by the Cellular Digital Packet Data forum).
[0180] As depictedin FIG. 33. the local mobility handoff handles end system (designated MN for mobile node) move-
ment between APs that belong to the same wireless hub. Thus. only MAC layer re-registration is required. The end
system receives a wireless hub advertisement from a new AP and responds with a registration request addressed to
the new AP.

[0181] The new AP (i e.. the one that receives the registration request from ihe end system) creates new entries in
its connection table and relays the registration message (o its wireless hub. In local mobility handoffs. the wireless hub

29



e

"

30

=0

Uy
uy

EP0S17 218 A2
23 "2t changs “he wireless hue reccgines the endg sy 3 ~Ccasltiction request as a4 MAC gvet samsiranen re-
quast =ndil upoaiss its connecuon table ioreilect the connes: tntothe new AP Ther theold AP deletss he connection
entry 'rom its conrection table There are At least three ways wheieby the old AP can delele the old ertries namely
{is Leen ime cul i upon receving a copy of the relayed VAC !ayer associalion message from the new AP 'o the
wireless nub «if this relay message 1s a broadcast message: ~nd inn upon being nfonmead by the wireless hub of the
need 10 delete the entry
[0182] As depicied in FIG 34 the micro mobility handeid ~andles end system idesignated MN for mobile node)
movement between wireless hubs that belong to the same rsgistration server and where the end system can still be
served by the exising serving IWF When an advertisement s recewved from a new wireless hub (through a new AP)
the end system sends a message 10 request reqistration t¢ ‘r.e registration server The registration request is relayed
frcm the new AP 1o the new wireless hub o the registration sarver
[0183] When the registration server determines that the exisung IWF can still be used. the registration server sends
a build XTunnel Request message to request the existing IWF (o build an XTunne! to the new wireless hub Later. the
reqistration server sends a tear down XTunnet request message to request the exisiing IWF (o tear down the existing
XTunnel with the cld wireless hub The build and tear XTunne: Request messages can be combimed nto one message
A fcreign registration server does not forward the registraticn message (o the home registration server since there 1s
no change of IWF either the serving IWF or home IWF
[0184] Upon receving a positive build XTunnel reply and a positive tear XTunnel reply from !WF the registration
server sends a registration reply to end system As the regisiraiion reply reaches the new wireless hub the connection
table at the new wireless hub I1s updated to reflect the connection to the new AP The new AP updates its MAC filter
adaress table and connecticn table after receiving a message from the new wireless hub and the registration reply 1s
forwarded to the end system
[0185] The regisiration server sends a release message (0 he old wireless hub. When the old wireless hub recewves
the release message 1t updates its connection table and the MAC filter address table and connection table of the old AP
[0186] As depicied in FIG 35 the macro mobtlity handoff case handles movement between wireless hubs that in-
volves a change of the serving IWF in the foreign network bui it does not involve a change n the registration server.
When an advertisement s received from a new wireless huc -through a new AP) the end system sends a message
to request a network layer registration o the registration server The registration request 1s relayed irom the new AP
to the new wireless hub to the registration server
[0187] The registration server recognizes that it 1s a foreign registration server when the end system does not belong
to the present registration server's network This foreign registration server determines the identity of the home regis-
trauon server by using a request. preferably a Radius Access request {RA request). to the foreign directory server thke
a big yellow pages) and then assigns an appropriate IWF (o be the serving IWF and it forwards a registration request
to the home registration server preferably through a Radius Access request (R A request). informing the home regis-
trauon server of the newly selected IWF ’
[0188] The home registration server authenticates the registration request by using a request. preferably a Radius
Access request (RA request). to the home directory server. Upon authenticating the request and determining that the
existing home IWF can still be used. the home registration server instructs the home IWF (o buiid a new I-XTunnel o
the newly assigned serving IWF and to tear down the exising |-XTunnel to the old serving IWF Upon receiving a
positive butid I-XTunnel reply and a positive tear |-XTunnel reply from the home IWF the home regisiration server
sends a registration reply to the foreign registration server.
[0189] The foreign registration server then instructs the newly assigned IWF 1o build an XTunnel to' the new wireless
hub Upon recewing a positive build XTunnel reply. the foreign regisiration server instructs the old IWF to tear down
the XTunnel to the old wireless hub. Upon receiving a positive build XTunnel reply and a positive tear XTunnel reply.
the foreign registration server sends a registration reply to end system
[0190] As the registration reply reaches the new wireless hub the connectlion table at the new wireless hub 1s updated
to reflect the connection to the new AP. The new AP updates its MAC filter address table and connection table aiter
receiving a message from the new wireless hub. and the registration reply 1s forwarded to the end system
[0191] The registration server sends a release message o the old wireless hub. When the old wireless hub recewves
the release message. 1t updates its connection table and the MAC fiter address table and the old AP updates its MAC
filter address table and connection table after recewing a message from lhe old wireless hub
[0192] The global mobility handoff case handles movemeni between wireless hubs that involves a change of regis-
tration servers. FIG 36 depicts a global mobiity handoff where the home IWF does not change. and FIG 37 depicts
a global mobility handoff where the home IWF changes. When an advertisement 1s received from a new wireless hub
{through @ new AP) in a new foreign network. the end system sends a message to request a network layer registration
to the new foreign registration server The registration request 1s relayed from the new AP to the new wireless hub to
the new foreign registration server
[0193] The regisiration server recognizes that it 1s a new foreign registration server when the end system does not
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Lelong 1o ina present r2gislration server's netwoik This toreign registration server detenmines ine identity of the heme
regsirAlIoN 3arver by using arequest. preferably & Radius Access ;equest (RA request) 1o the ioreign directory server
like a big veliow pages: and then assigns an appropnate IWF 10 be the serving IWF And it forwaArds the registration
request to the home registration server. preferably through a Radius Access request {RA request) nforming the home
registration sewver of the newly selected tWF

[0194] The home registration server authenticates the registration request by using a request preferably a Radius
Access request {RA request). to the home directory server Upon authenticating the request and determining that the
existing home IWF can stll be used (FIG. 36). the home registration server instructs the home IWF to bulld a new -
XTunnel to the serving IWF newly assigned by the new foreign registration server. The home registration server also
sends a de-registration message to the oid foreign registration server and instructs the home IWF o tear down the
existing |-XTunnel to the existing serving IWF of the old foreign network. Upon receiving a positive build I-XTunnel
reply and a positive tear |-XTunnel reply from the home IWF. the home registration server sends a registration reply to
the new foreign registration server

[0195]. The new foreign registration server then instructs the newly assigned IWF (o builld an XTunnel to the new
wireless hub Upon receiving a positive builld XTunnei reply the foreign registration server sends a registration reply
to end system. As the registration reply reaches the new wireless hub. the connection table at the new wireless hub
is updated to reflect the connection to the new AP. The new AP updates its MAC filter address table and connection
table after receiving a message from the new wireless hub. and the registration reply 1s forwarded 1o the end system.
[0196] The ofd foreign registration server instructs the old IWF 1o tear down the XTunnel to the old wireless hub.
Upon receiving a positive tear XTunnel reply or contemporaneously with the lear down XTunnel request. the old foreign
regisiration server sends a release message 10 the oid wireless hub When the old wireless hub receiwves the release
message. it updales 1ts connection table and the MAC filter address table. and the old AP updates iis MAC filter address
table and connection table after receiving a message from the old wireless hub.

{0197] Alternatively. after the home registration server authenticatles the registration request from the new foreign
registration server and determines that the existing home iWF cannot be used (FIG. 37} the home registration server
chooses a new home IWF and instructs the new home 1WF 1o build a new level! 2 tunne! protocol tunnel (L2TP tunnel)
to the present PPP server (e.g.. the PPP server in a connected ISP intranet). Then. the home registration server
instructs the old home IWF to transfer its L2TP tunnel traffic lo the new home IWF

[0198] Then the home registration server instructs the new home IWF to build a new I-XTunnel to the serving IWF
newly assigned by the new foreign registration server. The home registration server also sends a de-registration mes-
sage to the oid foreign registration server and instructs the home IWF to tear down the exisiing I-XTunnel to the existing
serving IWF of the old foreign network. Upon receiving a positive build |-XTunnet reply and a positive tear i-XTunnel
reply from the home IWF. the home registration server sends a registration reply to the new foreign registration server.
{0199] The new foreign registration server then instructs the newly assigned IWF o build an XTunnel to the new
wireless hub Upon receiving a positive build XTunnel reply. the foreign registration server sends a registration reply
to end system. As the registration reply reaches the new wireless hub. the connection table at the new wireless hub
is updated to reflect the connection to the new AP. The new AP updates its MAC filter address table and connection
table after receiving a message from the new wireless hub. and the registration reply 1s forwarded to the end system.
[0200] The old foreign registration server instructs the old IWF to tear down the XTunnel to the old wireless hub.
Upon receiving a positive tear XTunnel reply or contemporaneously with the tear down XTunnel request. the old foreign
registration server sends a release message to the old wireless hub. When the old wireless hub receives the release

" message. it updates its connection table and the MAC filter address table. and the old AP uApdates its MAC filter address

table and connection table after receiving a message from the old wireless hub.

[0201] End systems constructed according to the present system interoperate wilh networks constructed according
to the proposed IETF Mobile-P standards. and end systems constructed according to the proposed IETF Mobite-1P
slandards interoperate with networks constructed according to the present invention.

[0202] Diiferences between the present system and the IETF Mobile-IP (RFC2002. a standards document) include:

(i) The present systemists a hierarchicai concept for mobility management rather than a flat structure as in the
proposed IE TF Mobile-IP standard. Small mobility withint a small area does not resull in a network level registration.
Micro mobility involves setting up of a new Xtunnel and learing down of an existing Xtunnel. Global mobility. at the
minimum. involves setting up of a new |-XTunnel and tearing down of an existing I-Xtunnel apart from the setting
up/tearing down of XTunnel. Global mobility sometimes alsoinvolves setiing up a new L2TP Tunneland transferring
of L2TP state from the existing L2TP Tunnei to the new L2TP Tunnel.

(i) In the present invention. a user name plus a realm 1s used to identify a remote dial-up user rather than a fixed
home address as in the case of the proposed IETF Mobile-iP standard.
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Pt Tne presantinventicn registiation sand routngruncucns are camad cul oy separaie entt'es The two ‘uncuons
are sarned cut by ihe heme agent in the proposed 1IETF Mob:ie 1P stangard  Aand ooth funciions are carnad out by
ihe r2reign agent n the orccosed IEFT Maobile 1P siandard In contrasi n an embodiment of the present mvaniion
reaisiralion 1s carried out in the registration server and routing funclions are carned out by both the home andg
fora.gn IWF and the wireless hub (also referred to as the access hubi

fivi The present system utilizes three tunnels per PPP session The XTunnei is more oi alink-layer tunnel between
the wireless hub and the serving IWF The 1-XTunnel between ihe serving IWF and the home IWF 1s more like the
tunnet belween home and foreign agents 1n the proposed IETF Mobile-IP standard But it also has additionai
capabihties beyond the tunnels proposed by the Mobile-IP siandard The L2TP wnnel 1s used only when home
IWF s not a PPP server The number of these tunnels may be reduced by combining some functions N the same
nodes as descrnibed earlier

(vi 'n the present invention wireless registration occurs before PPP session starts whiie n the proposed IETF
Mctile-IP standard. Mobile-IF registration occurs alfter PPP session enters nto the open state

tviy In the present invention the network enuty that adveruses the agent advertisement t 2 the wireless hub) Is
noton adirectlink to the end systems whereas for the proposed IETF Mobile-IP standard. the agent advertisement
musihave a TTL of 1 which means that the end systems have a direct ink with the foreign agent in addition. the
agentadvertisement In the present systems not an extension (o the ICMP fouter advertisements as in the proposed
IETF Mobile-IP standard

[0203] End systems in the present invention should support agent solcitation. When an end system in the present
system wisits a network which 1s supporting the proposed IETF Mobile-IP standard. it wails until it hears an agent
advertisement. If it does not receve an agent advertisement within a reasonable time irame. il croadcasts an agent
solicitation

(0204] inthe presentinvention network operators may negouate with other networks that sugpcrt ithe proposed IETF
Mobile-1P standard such that home addresses can be assigned to the end systems of the present system that wish to
use other networks When the end system of the present system receives the agent advertisement. it can determine
that the network It is visiting Is not an a network according to the present system and hence uses the assigned home
address (o register

[0208] For networks supporting the proposed IETF Mobile-IP standard. the PPP session starts before Mobile-IP
registration and the PPP server 1s assumed to be collocated with the foreign agent in such networks. In one embod-
'ment an SNAP header 1s used to encapsulate PPP frames in the MAC frames of the present system(in a manner
similar to Ethernet format). and the foreign agent interprets this format as a proprietary PP format over Ethernet
encapsuiation Thus. the end system of the present system and its PPP peer can enter into an open state before the
foreign agent starts transmitting an agent advertisement. and the end system of the present system can register.
[0206] To allow end systems supporting the proposed IETF Mobile-IP standard to work in networks of the type of
the present invention. such mobiles are at least capable of performing similar MAC layer registrations. By making the
agent acvertisement message format similar to the proposed Mobile-IP standard agent advertisementmessage format.
a visiing end-system can interpret the agent advertisement and register with a wireless hub In the present invention.
registration request and reply messages are similar to the proposed IETF Mobile-IP standard registration request and
reply messages (without any unnecessary extensions) so that the rest of the mobility management features of the
present system are transparent to the visiting end systems.

[0207] Since end systems supporting the proposed IETF Mobile-IP standard expect a PPP session 1o start before
Mobile-1P registration. an optional feature in wireless hubs of the present system starts to interpret PPP LCP. NCP
packets after MAC-layer registrations.

[0208] To avoid losing traffic during handoffs. the mobility management of the present systemisis the make before
break concept. For local mobility. a make before break connection is achieved by turning the MAC-layer registration
message relayed by the new AP to the wireless hub into a broadcast message. That way. the old AP can hear about
the new registration and forward packets destined for the end system that have not been transmiited to the new AP
[0209] For micro mobility. information about the new wireless hub s included 1n the Tear XTunnel message exchanged
between the serving IWF and the old WH That way. the old wireless hub can forward buffered packets to the new
wireless hub upon hearing a TearXTunnel message from the serving IWF Alternatively. the RLP layer at the IWF knows
the sequence number that has been acknowledged by the old wireless hub so far

[0210] At the same ume. the IWF knows the current send sequence number of the latest packet sent to the old
wireless hub. Therefore the IWF can forward those packets that are ordered in between these two numbers to the
new wireless hub before sending newer packets to the new wireless hub The BLP layeris assumed to be able to filter
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duplicale packel The second approdach 1s probadly preferatle 10 the first agproach for the cid wiraless hut may nol
be abie io communicate with cne ancther directly :

[0211] For macro mobility the old serving IWF can forward packels 10 the new serving IWF 1 addition to ihe packet
forwarding done from the old wireless hub (0 the new wireless All we need 10 do s 1o forward the new serving IWF
identity to the new serving IWF 1n the tear down i-XTunnel message Another way io achieve the same resuit is 1o let
{he home IWF forward the missing packets to the new serving IWF rather than asking the old serving IWF 10 do the
job since the home IWF knows the |-XTunnel sequence number iast acknowledged by the cid serving IWF and the
current 1-XTunnel sequence number seni by the home tWF

[0212] The method of estimaling how much buffer should be allocated per mobile per AP per wireless hub per IWF
such that the traific loss between handoifs can be minimized 1s o let the end system for the AP for the wireless hub
for the IWF estimate the packetl arrival rate and the handoff ime This information is passed to the cid AP of the wireless
hub of the IWF to determine how much traffic should be transferred to the new AP of the wireless hub of the IWF
respectively. upon handoffs.

[0213] To achieve route oplimization in the present invention. the end system chooses the PEF server closest to the
serving IWF Without route optimization. excessive transport delays and physical line usage may be expenenced.
[0214] For example. an end system subscribed to a home network in New York City may roam to Hong Kong. To
establish a link to a Hong Kong ISP, the end system would have a serving IWF established in a wireless hub in Hong
Kong and a home IWF established in the home network 1n New York City. A message would then be routed from the
end system (roamed to Hong Kong) through the serving IWF (in Hong Kong) and through the home IWF (in New York
City} and back to the Hong Kong ISP.

[0215] A preferred approach Is to connect from the serving IWF {in Hong Kong) directly to the Hong Kong ISP The
serving IWF acts like the home IWF. In this embodiment. roaming agreements exist between the home and foreign
wireless providers. In addition. the various accounting/biling systems communicate with one another actomatically
such that billing information 1s shared. Accounting and billing information exchange may be implemented using stand-
ards such as the standard proposed by the ROAMOPS working group of the IETF

[0216] However the serving IWF must still discover the closest PPP server {e.g.. the Hong Kong ISP). Inthe present
embodiment. the foreign registration server learns of the end system’s desire (0 connect 1o a PFP server (e g.. & Hong
Kong ISP} when it receives a registration request from the end system When ihe foreign registration server determines
that the serving IWF is closer to the desired PPP server (e.g. the Hong Kong ISP) than the home IWF is. the foreign
registration server instructs the serving IWF to establish an L2TR tunnel 1o its nearest PPP server (in contrast to the
PPP server closesl io the home registration server and home IWF). Then. the foreign registration server informs the
home registration server that the end system is being served by the serving IWF and the foreign PPP.

{0217} In an alternative embodiment. the foreign registration server determines that the serving IWF is closer to the
desired PPF server (e.g.. the Hong Kong ISP) than the home IWF 1s. when it receives a registration request from the
end sysiem The foreign registration server refays the registration request message (o the home registration server
with an attached message indicating the serving IWF information and a notification that route optimization is preferred.
At the same time. the foreign registration server instructs the serving IWF to establish an L2TP tunnel to the PPP
server. Upon approving the registration request. the home registration server instructs the home IWF to transfer the
L2TP state to the foreign IWF.

[0218] Having described preferred embodiments of a novel network architecture with wireless end users able to
roam (which are intended to be illustrative and not limiting). it is noted that modifications and vanations can be made
by persons skilled in the art in light of the above teachings For example. connection links descrbed herein may make
reference to known connection protocols (e.g., IP. TCP/IP. L2TP. IEEE 802.3. etc.): however. the system contemplates
other connection protocols in the connections links that provide the same or similar data delivery capabilities. Acting
agents in the above described embodiments may be in the form of software controlled processors or may be other
form of controls (e.g.. programmable iogic arrays. etc ). Acting agents may be grouped as described above or grouped
otherwise in keeping with the connection teachings described herein and subject to security and authenticauon teach-
ings as described herein. Furthermore. a single access poinl. access hub (i e.. wireless hub) or inter-working function
unit (IWF unit) may provide multi-channel capability. Thus. a single access point or access hub or IWF unit may act on
traffic from muttiple end systems. and what is descnbed herein as separate access ponts. access hubs or IWF units
contemplates equivalence with a single multichannei access point. access hub or IWF unit.

Claims
1. A wireless data network comprising:

ahome network that includes a home mobile swilching cenler. a wireless modem and at least one end system.
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wherem said wireless mecdem and said at leasi one end system are connecied together via an elheme! vnk and
a PPP server wherein PER iniormation sent from said PPP server for said at least one end syslem s encap-
sulated by the wiretess modem in an ethernet frame and sent to said at least one end system via said ethernet

hnk

The network accordingtoclaim 1 wherein PPP information from said at leastone end system is sent to the wireless
modem via the ethernet link and then trnasmitted from the wireless modem to the PPP server

The network according to ciaim 1. wheremn said home swiiching center includes a home nter-working function

The network according to claim 3 wherein PPP information from said PPP server is transmitted through the home
inter-working function io the wireless modem

The network according to claim 4 wheremn PPP information from said at least one end system is sent Lo the wireless
modem via the ethernet link and then transmitted from the wireless modem to the PPP server through the home
inter-working function
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